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Abstract. The healthcare sector increasingly relies on personal Internet
of Medical Things (IoMT) devices for clinical decision-making and re-
search. However, low-cost consumer devices introduce fundamental trust
challenges. IoMT devices such as smartwatches and smart rings are prone
to cyberattacks and data manipulation due to trade-offs between secu-
rity, cost, and performance. This paper addresses the challenge of es-
tablishing verifiable data provenance for health information from inher-
ently untrusted personal IoMT devices. We present a two-layer secu-
rity architecture that decouples device trust from data trust by anchor-
ing provenance at the mobile application layer rather than at poten-
tially compromised device endpoints. Our design separates device trust
from data trust, enabling provenance assurance even when endpoints are
untrusted. Our approach leverages Hyperledger Fabric to maintain im-
mutable and distributed provenance records, enabling transparent data
lifecycle tracking across organizational boundaries. The architecture inte-
grates privacy-preserving authentication mechanisms, including national
electronic identification systems, and fine-grained access controls through
organizational channels and private data collections. A proof-of-concept
implementation supports multi-organizational networks with comprehen-
sive operations for dataset registration, modification, deletion, query-
ing, and history retrieval. Our results demonstrate that trustworthy and
auditable health data exchange can be achieved across healthcare and
research institutions while preserving privacy and ensuring regulatory
compliance without requiring inherent trust in the underlying devices.
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1 Introduction

The proliferation of Internet of Medical Things (IoMT) devices has transformed
healthcare delivery and patient monitoring paradigms. These connected medical
devices, ranging from wearable fitness trackers and continuous glucose moni-
tors to smart blood pressure cuffs and portable ECG sensors, enable numerous
opportunities for personalized medicine, remote patient monitoring, and large-
scale health research [1,2]. The benefits extend beyond individual patient care:



2 Ravishankar Borgaonkar, Andrea Neverdal Skytterholm, and Guillaume Bor

IoMT technologies facilitate early disease detection, enable real-time health sta-
tus tracking, reduce hospital readmission rates, and empower patients to actively
participate in their own health management [3,4]. From a societal perspective,
IoMT ecosystems hold promise to relieve pressure on healthcare infrastructures
by enabling predictive analytics, optimizing the allocation of medical resources,
and expanding access to health-monitoring capabilities—especially in rural or
underserved areas where traditional medical infrastructure is limited [1, 5].

However, as healthcare organizations increasingly rely on device-generated
data for critical medical decisions and research applications [1], the need for ro-
bust mechanisms to trace, authenticate, and verify the origin and journey of this
data becomes paramount. Data sourced from IoMT devices must be auditable
in a trustworthy manner regarding their provenance, operational status, and
collection circumstances before being utilized for clinical or research purposes.
This requirement becomes particularly critical in scenarios where IoMT device-
generated data is shared across organizational boundaries—for instance, when
patient data is contributed to medical research studies or exchanged between
healthcare providers—requiring transparent auditing, negotiated authorization
involving both patients and healthcare organizations (such as hospitals, clinics,
or national healthcare authorities), and verifiable custody tracking throughout
the data lifecycle.

Blockchain and distributed ledger technologies offer promising tools for es-
tablishing auditable, tamper-evident data trails in multi-stakeholder healthcare
ecosystems [6]. However, a fundamental challenge emerges: establishing trust-
worthy provenance for data originating from inherently untrusted and insecure
IoMT devices. Personal IoMT devices—particularly low-cost, consumer-grade
wearables and sensors—are frequently vulnerable to cyber-attacks, data ma-
nipulation, and unauthorized access due to fundamental trade-offs between se-
curity implementation costs, device performance constraints, and manufactur-
ing economics. These devices typically lack robust security controls, operate
with limited computational resources, exist in physically accessible environments
where tampering is feasible, and frequently receive inadequate security updates
throughout their operational lifetime [7, 8].

This paper addresses a fundamental challenge: establishing trustworthy data
provenance for health information from inherently insecure personal IoMT de-
vices. Rather than attempting to secure untrustworthy devices, we investigate
how architectural frameworks can enable verifiable data provenance despite orig-
inating from potentially compromised sources. Our central research question is:
How can healthcare ecosystems establish auditable data trails for information
from non-regulated personal IoMT devices, enabling safe cross-organizational
sharing while preserving patient privacy? We focus on personal IoMT devices
that are privately purchased, non-prescribed, and operate outside formal health-
care channels. These consumer devices, including smartwatches, fitness track-
ers, and smart rings, are low-cost, non-regulated, and non-standardized, making
them difficult to integrate with official patient health records. In Norwegian
healthcare, for example, such devices cannot currently contribute to official pa-
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tient journals due to absent certification, quality assurance, and provenance ver-
ification mechanisms. Our key contribution is an architecture that decouples
device trust from data trust, demonstrating that healthcare systems can safely
leverage patient-generated data from untrusted endpoints through robust prove-
nance mechanisms anchored at controllable trust points.

Our investigation encompasses the design of a provenance layer security ar-
chitecture that separates the trust establishment layer from the potentially un-
trusted device layer, leveraging the mobile application as a practical trust anchor.
The architecture integrates several key technical components: lightweight crypto-
graphic mechanisms appropriate for resource-constrained environments, privacy-
preserving authentication and authorization protocols (including OAuth-based
identity verification that protects patient anonymity), and permissioned blockchain
technology based on Hyperledger Fabric for maintaining immutable, distributed
provenance records.

Our key contributions are the following:

— A practical two-layer provenance architecture designed for personal and un-
regulated IoMT devices that establishes trust at the mobile application layer
rather than relying on insecure device endpoints.

— An integrated blockchain-based framework utilizing Hyperledger Fabric that
provides immutable provenance recording, fine-grained multi-organizational
access controls, and privacy-preserving authentication mechanisms suitable
for cross-organizational health data sharing scenarios.

— Design patterns for coordinating provenance protocols with authorization
and negotiation mechanisms, enabling patient-controlled data sharing where
provenance information supports informed consent and access control deci-
sions across healthcare organizations and research institutions.

— A proof-of-concept implementation and evaluation demonstrating the feasibil-
ity of establishing auditable, trustworthy health data exchange for data orig-
inating from consumer-grade personal IoMT devices, with practical insights
for real-world deployment in healthcare systems.

This work distinguishes itself by proposing a deployable, standards-aligned
framework bridging mobile authentication and blockchain-based provenance, en-
abling trustable health data exchange without requiring inherent trust in IoMT
devices themselves.

The remainder of this paper is organized as follows: Section 2 reviews related
work in IToMT security, data provenance systems, and blockchain applications in
healthcare. Section 3 presents our two-layer security architecture and detailed
design rationale. Section 4 describes the technical implementation of our Hy-
perledger Fabric-based provenance framework, including chaincode design and
network configuration. Section 5 presents experimental evaluation results and
performance analysis. Section 6 discusses practical deployment considerations,
limitations, and real-world applicability. Section 7 concludes and outlines future
research directions.



4 Ravishankar Borgaonkar, Andrea Neverdal Skytterholm, and Guillaume Bor

2 Background

In this section, we begin by outlining the requirements of IoMT devices, high-
lighting key security challenges and clarifying the assumptions we make about
IoMT devices, along with their justification based on discussions with our Nor-
wegian healthcare partners. We then examine the concept of device and data
provenance in the IoMT context, emphasizing its importance for trustworthy
healthcare applications. Finally, we review related work on data provenance in
healthcare, with particular attention to blockchain-based approaches and their
potential role in ensuring integrity, transparency, and accountability.

2.1 IoMT in healthcare and security challenges

The increasing use of personal Internet of Medical Things (IoMT) devices plays a
pivotal role in modern healthcare by enabling continuous monitoring and large-
scale collection of personal health data. As these devices generate and transmit
highly sensitive medical information, the need for robust security mechanisms be-
comes paramount to ensure data confidentiality, integrity, and availability. oMT
device security operates across multiple layers—hardware, software, and commu-
nication—requiring protection mechanisms that safeguard the device from vul-
nerabilities and prevent unauthorized access or tampering. This includes secure
boot processes, strict access control policies, and encryption-based protection.
Equally important is the end-to-end security of communication links between
devices and backend systems, achieved through robust encryption, mutual au-
thentication, and intrusion detection to mitigate risks of interception or data
manipulation by malicious actors [1, 2, 6].

Despite the importance of security, ensuring comprehensive protection for
TIoMT devices remains a complex challenge. Many devices operate under severe
resource constraints—limited power, memory, and processing capacity—which
make traditional cryptographic and security frameworks unsuitable [7]. Strong
security mechanisms designed for general-purpose computing platforms cannot
easily be adapted to such constrained environments. Moreover, the absence of
universal standards for low-cost IoT and medical devices has led to inconsistent
security implementations across the ecosystem [5]. For instance, consumer-grade
wearables such as fitness trackers or smartwatches vary significantly in the level
of security control they provide, often prioritizing cost and performance over
resilience. These disparities highlight the need for consistent, lightweight, and
scalable security frameworks specifically tailored to IoMT devices [6, 7].

2.2 Device and Data Provenance in IoMT

There is no single, universally accepted definition of data provenance, as the
term’s meaning often depends on the context and application domain. In the
context of our work in this paper, we define data provenance as a record describ-
ing the entities, processes, and conditions involved in producing, transferring,
or modifying a dataset, thereby enabling authenticity, trust, and reproducibil-
ity [9]. This definition aligns well with the IoMT domain, where establishing
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transparent and verifiable data trails is essential for ensuring the reliability of
patient-generated health information, as illustrated in Figure 1.
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Fig. 1: W7 model illustrating a concept of data provenance (Adapted from [10])

Healthcare datasets generated by personal medical devices, whether used
by clinicians for patient care or by researchers for scientific studies must be
trustworthy and reliable. Data integrity directly affects clinical outcomes and
research validity. As highlighted by prior studies on clinical data trust, "the cor-
rect data is collected from the right patient and that aggregated, computed, and
visualized data are accurate representations of this original data" [11]. Hence,
provenance mechanisms become vital for ensuring traceability, accountability,
and transparency in data handling across diverse healthcare stakeholders.

Building upon these principles, in this paper, we adopt data provenance as a
key mechanism to establish trust in metadata associated with patient-generated
IoMT datasets. Provenance tracking enables documentation of critical lifecy-
cle events—such as dataset registration, updates, and deletions—thereby ensur-
ing comprehensive understanding of each dataset’s origin and evolution. This
provenance-based approach strengthens confidence in IoMT data authenticity,
providing a foundation for reliable clinical decision-making and medical research.

2.3 Blockchain and Hyperledger Fabric

This section outlines the technologies underpinning the data provenance layer,
focusing on blockchain and its cryptographic advantages for ensuring trust and
integrity. According to NIST, blockchain is a decentralized database of crypto-
graphically signed transactions grouped into linked blocks, providing immutabil-
ity and tamper resistance through network consensus [15]. Several studies have
demonstrated blockchain’s effectiveness in data provenance: Sigwart et al. ap-
plied Ethereum smart contracts for IoT provenance [12], Abdullah and Dong-
fang developed immutable provenance services [13]|, and Aravind et al. pro-
posed a blockchain platform for secure data tracking [14]. These works show
blockchain’s potential to establish transparent and auditable data trails across
multi-stakeholder systems.

For healthcare applications, we adopt a permissioned blockchain model suited
to regulated domains. Unlike permissionless systems, permissioned blockchains
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restrict participation to verified entities. We utilize Hyperledger Fabric, an enterprise-
grade framework for building private distributed ledgers [16]. Fabric supports our
provenance goals through distributed availability, immutable records, auditable
transparency, and privacy via channels and private data collections. Its per-
missioned membership ensures authenticated, accountable participation among
healthcare providers and researchers.

3 Data Sharing and Provenance Challenges in IoMT
Ecosystems

In this section, we discuss three specific scenarios in which data sharing can be
happened from IoMT in healthcare ecosystem for both research and diagnostic
purpose. These three scenarios indicate associated data provenance challenges
in terms of security and privacy.

3.1 IoMT Data Sharing Scenarios

This section examines three scenarios for sharing health data generated by per-
sonal IoMT devices—those not provided by healthcare authorities—with health-
care or research entities. While these scenarios vary according to national regu-
lations, we use the Norwegian healthcare system as our reference framework for
envisioning data sharing methods.

Scenario S1: Direct Manual Submission In the first scenario, data sub-
jects directly submit their personal health data to health authorities, typically
through an online platform. For example, a patient maintaining a personal health
journal manually records details about their medical history, current health sta-
tus, medications, and other relevant information, then uploads this data to the
healthcare system.

Scenario S2: Device-to-Gateway Transmission The second scenario,
illustrated in Figure 2, involves a wearable device connected to either a dedicated
mobile application or a home gateway. Health data collected by the wearable
device—such as activity levels or vital signs—is transmitted via Bluetooth to
the mobile app or gateway. The gateway represents a potential future solution:
a centralized household device that aggregates health-related information from
multiple IoMT devices before sharing it with healthcare authorities.

Scenario S3: Direct Cloud Integration The third scenario involves
wearable devices sending data directly to commercial cloud services (e.g., Ap-
ple Health, Garmin Connect, or Fitbit) or to dedicated data collection services
established by healthcare authorities. The data is subsequently uploaded to the
health journal or other designated storage systems, while the data provenance
layer receives metadata from the uploaded data. This scenario poses the highest
integration complexity, as it requires cooperation from proprietary vendors such
as Apple, Garmin, and Fitbit. Additionally, healthcare authorities must estab-
lish regulatory frameworks to monitor and audit the data before it is shared with
third parties, including private healthcare companies conducting research.
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3.2 Data Provenance Challenges

Low-cost IoT and IoMT devices are often designed with limited security con-
siderations, rendering them vulnerable to cyber-attacks that compromise both
the device and connected systems. Numerous studies and documented incidents,
particularly in healthcare, demonstrate risks associated with device exploitation
and data manipulation [19]. Findings from previous research studies on IoMT cy-
bersecurity [17-19], confirm the inherent untrustworthiness of consumer-grade
IoMT devices. To address these limitations, our work shifts the focus of de-
vice and data provenance away from unregulated and non-standardized devices,
instead adopting a zero-trust approach that establishes verifiable and secure
associations among mobile applications, IoMT devices, and end-users.

Requirements for Secure IoMT Systems: Designing a secure IoMT en-
vironment requires meeting several essential requirements. First, device security
must ensure that both hardware and software components are protected from
tampering or exploitation. This includes safeguarding against unauthorized mod-
ifications that could compromise device functionality or data integrity.Second,
data security and privacy are fundamental to protecting patient information
against unauthorized access while maintaining user confidentiality. Given the
sensitive nature of health data, systems must implement robust protection mech-
anisms that prevent data breaches and unauthorized disclosures throughout the
data lifecycle. Third, end-to-end security is necessary to ensure that communi-
cation and data handling remain secure from the point of generation to final
storage or use. This encompasses secure data transmission protocols, encrypted
storage solutions, and protected processing environments that maintain data
integrity across all stages of the data flow. Finally, data provenance capabili-
ties must capture and maintain reliable metadata that verifies the origin, in-
tegrity, and history of IoMT-generated data. This requirement is particularly
critical in healthcare settings where data authenticity and traceability are essen-
tial for clinical decision-making, regulatory compliance, and research validity.
These requirements highlight key practical challenges for implementing secure
ToMT ecosystems: resource constraints, lack of standardization, limited trusted
hardware, and market-driven trade-offs. These collectively hinder the realization
of consistent data provenance guarantees.

Key challenges in IoMT: Meeting these requirements in real-world IoMT
systems is difficult due to several fundamental challenges. Resource constraints
pose a significant obstacle, as most IoMT devices have limited power and process-
ing capabilities. These limitations make it difficult to implement strong crypto-
graphic mechanisms or complex security protocols without significantly impact-
ing battery life and device performance. The lack of standardization across the
IoMT ecosystem further complicates security efforts. Security levels vary widely
across devices, with different manufacturers implementing inconsistent protec-
tion measures. For example, a Fitbit may not meet the same security standards
as an Apple Watch, resulting in a fragmented security landscape where some
devices are significantly more vulnerable than others. This inconsistency makes
it challenging to establish uniform security policies across diverse device ecosys-
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tems. Many consumer IoMT devices also suffer from the absence of trusted hard-
ware components. Unlike enterprise-grade systems, most wearable devices lack
built-in hardware security features such as secure enclaves or Trusted Platform
Modules (TPMs). Without these foundational security elements, devices can-
not establish strong roots of trust or securely store cryptographic keys, leaving
them vulnerable to sophisticated attacks. Finally, manufacturers often face se-
curity trade-offs driven by market pressures. To remain competitive, companies
frequently prioritize cost reduction and performance optimization over robust se-
curity implementations. This results in compromised protection mechanisms, as
security features that increase manufacturing costs or reduce battery efficiency
are often deprioritized or omitted entirely.

In addition to the security challenges outlined above, IoMT-based healthcare

data sharing presents further obstacles to establishing reliable data provenance:

— Authentication and Access Control: Ensuring that data originates from
legitimate users and devices while maintaining patient privacy is difficult.
Balancing identity verification, consent management, and anonymity in health
data sharing remains an unresolved challenge.

— Scalable and Immutable Storage: IoMT environments generate vast amounts
of data that must be collected, stored, and traced without modification. Achiev-
ing both immutability and scalability simultaneously requires efficient dis-
tributed systems capable of handling high data throughput.

— Data Verifiability and Integrity: Ensuring that health data has not been
altered or tampered with during collection, transmission, or aggregation is a
persistent problem. Provenance systems must provide cryptographic assurance
that the data analyzed or shared reflects the true, original values generated
by IoMT devices.

4 Data Provenance Architecture

Building on the design principles introduced in Section 3, the proposed solution
follows a two-layer architecture that separates trust establishment from data
provenance management. The first layer, referred to as the mobile trust layer,
anchors data authenticity and user verification at the mobile application level.
The second layer, the blockchain provenance layer, ensures immutable recording,
access control, and auditability using Hyperledger Fabric. To help readers un-
derstand our proposed solution, this section first introduces the terminology and
components that make up the data provenance architecture. We then present
the architecture itself and explain the reasoning behind our design decisions.

4.1 Terminology and Architectural Components

The proposed data provenance architecture comprises several key entities that
collectively enable secure and traceable health data management within the
IoMT ecosystem. This subsection defines the core terminology used through-
out our architectural description of the three data sharing scenarios. Figure 2
illustrates these components and interaction with data provenance layer.
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Fig.2: IoMT data sharing scenarios and architecture components

Data Subject: The data subject refers to the individual—typically a patient
or research participant—who generates and voluntarily shares personal health
data for healthcare delivery or research purposes. The data subject maintains
sovereignty over their health information and grants consent for its collection
and use.

Data Generator: The data generator encompasses wearable devices and
IoMT sensors (e.g., Fitbit, Apple Watch, or Oura Ring) that continuously collect
physiological measurements and health-related data. These devices serve as the
primary source of health information in our scenarios and operate at the edge
of the data flow architecture.

Gateway: The gateway functions as an intermediary data transfer node,
typically instantiated as a mobile phone equipped with a dedicated application.
The gateway facilitates the transmission of health data from wearable devices to
networked systems. Data uploads through the gateway may occur through two
modes: manual (user-initiated) or automatic (based on pre-configured, consent-
based periodic uploads).

Mobile Application (App): The mobile application—represented as "Mo-
bile Device" in Figure 2 and "Phone + App" in Figure 4—constitutes a critical
component of the data provenance layer. This application may function as a stan-
dalone software solution or as an integrated module within established healthcare
platforms such as Helsenorge!, Norway’s national digital health service portal.
The application establishes secure Bluetooth Low Energy (BLE) communica-

! Helsenorge is the official website for information about and access to health services
for residents of Norway- https://www.helsenorge.no/en/about-helsenorge/
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tion with wearable devices to collect health data and subsequently forwards this
information to downstream components for provenance tracking and validation.
Data Manager: The data manager operates within the blockchain layer
and functions as a trusted intermediary entity responsible for collecting, validat-
ing, and distributing health data to authorized healthcare providers or research
institutions. Within the Norwegian healthcare context, this role may be fulfilled
by governmental health authorities or designated platforms such as Helsenorge,
which serve as official data custodians within the national healthcare infrastruc-
ture. The data manager ensures compliance with regulatory requirements and
maintains audit trails through blockchain-based provenance mechanisms.

4.2 Design Rationale: Mobile-Device Based Provenance Initiation

Given the constraints and challenges outlined in the previous section, our pro-
posed system operates under the assumption that IoMT devices should be treated
as potentially compromised and not inherently trustworthy. Deploying custom
provenance mechanisms directly on such devices is impractical without exten-
sive collaboration from regulatory authorities and IoT manufacturers, particu-
larly given their closed-source nature and limited accessibility for security mod-
ifications. Furthermore, data exchange between wearable devices and external
systems typically occurs through short-range communication interfaces—such
as Bluetooth—which limit the ability to implement provenance tracking at the
device level. To address these limitations, our architecture establishes the mobile
device and its associated application (Mobile Device + App) as the initial point
for data provenance tracking, rather than the IoMT device itself. This design
decision is justified by several factors. First, mobile devices offer significantly
greater computational resources and security capabilities compared to resource-
constrained wearables. Second, mobile platforms provide established frameworks
for user authentication and authorization, enabling reliable identity verification
before data enters the provenance chain. Third, the mobile application serves as
a controllable intermediary that can implement standardized security protocols
regardless of the diversity and security inconsistencies among IoMT devices. By
initiating data provenance at the mobile device layer with proper user authen-
tication and authorization, the system creates a trusted boundary where data
can be validated, annotated with provenance metadata, and securely forwarded
to subsequent components. This approach effectively decouples the security and
trustworthiness of the provenance system from the inherent vulnerabilities of
consumer-grade IoMT devices, while still capturing essential information about
data origin and collection context.

4.3 Data Provenance Architecture

Figure 3 illustrates the proposed blockchain-based provenance architecture that
ensures trust, integrity, and accountability for personal health data generated by
IoMT devices. The architecture adopts a zero-trust approach, recognizing that
IoMT devices may be vulnerable or compromised and are therefore unsuitable as
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Fig. 3: Overview of the proposed two-layer data provenance architecture, con-
sisting of the mobile trust layer and the blockchain provenance layer.

starting points for provenance tracking. Instead, the provenance process begins
at the mobile device and application layer, which establishes the first verifiable
point of trust between the user and the healthcare ecosystem.

Mobile Device + App: It serves as a secure gateway responsible for au-
thentication, authorization, and privacy policy enforcement. Each data sub-
ject—whether a patient or research participant—must authenticate using se-
cure credentials before any data is transferred or recorded. Upon successful au-
thentication, the application initializes a provenance record that associates the
collected data with verified user credentials and essential metadata, including
timestamps, device identifiers, and consent information. This authentication-
first approach ensures that all data entering the provenance chain is linked to a
verified identity.

Data Collection and Transmission: Data generated by wearable IoMT de-
vices is transmitted to the mobile application over secure short-range commu-
nication channels like Bluetooth. Users can upload this data either manually
through direct interaction or automatically based on previously granted con-
sent. The mobile application then forwards these authenticated data packets to
the Home Gateway for further processing.

Home Gateway: The Home Gateway aggregates data from multiple devices
within the same household or user domain. It performs intermediate validation,
encryption, and routing functions to prepare the data for secure transmission
to the Data Provenance Layer. This aggregation point provides flexibility for
users with multiple IoMT devices while maintaining a consistent security posture
across all data streams. The Home Gateway component is optional and primarily
serves multi-device households or aggregation scenarios.

Blockchain-based Data Provenance Layer: The Data Provenance Layer,
implemented using Hyperledger Fabric, serves as the immutable ledger for all
provenance information. Each event - whether a data upload, update, or deletion
- is recorded as a blockchain transaction, ensuring integrity, traceability, and non-
repudiation. Smart contracts within the Fabric network enforce data access rules
and consent policies, while provenance metadata enables comprehensive audit-
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ing and verification of data authenticity across multiple stakeholders, including
healthcare providers, researchers, and regulatory bodies.

5 Implementation and Evaluation

To validate the proposed data provenance architecture, we developed a working
prototype using Hyperledger Fabric v2.5.6 deployed within Docker containers.
The implementation demonstrates the feasibility and effectiveness of our design
approach in a realistic healthcare data sharing scenario.

Network Configuration and Components: The blockchain network consists
of two peer organizations—one representing a patient-side application provider
and the other representing a healthcare provider—along with a single orderer
node responsible for maintaining transaction consensus and ordering. The chain-
code implements essential dataset lifecycle operations, including registration, up-
date, deletion, query, and history retrieval. To facilitate interaction and demon-
stration, we connected the blockchain network to a lightweight gateway applica-
tion that exposes RESTful HTTP endpoints, enabling external systems to invoke
provenance functions through standard web protocols. Figure 4 illustrates the
implementation setup. Data from personal IoMT devices is transmitted to a
mobile interface implemented as an HT'TP module rather than a native mobile
app. In this prototype, the mobile layer was implemented as an HTTP mod-
ule emulating mobile application functions for proof-of-concept evaluation. This
module handles data registration and securely forwards it to the Hyperledger
Fabric network over the internet. Within the Fabric network, healthcare partic-
ipants such as hospitals and general practitioners (Fastlege) maintain their own
ledger databases, each holding immutable provenance records for the datasets
they receive.

Phone + App K Fastlege
"
Personnel eHealth loT " Ledger
—— database

| s Register hgalth-data
w
W

u
¥ : m
Implemented as HTTP module "
rather than as mobile App "
" database

A set of dockers

u
Internet

Fig. 4: Prototype Implementation Architecture

Permissioned Blockchain Architecture: In our implementation (Figure 4),
the permissioned blockchain architecture is implemented using Hyperledger Fab-
ric to meet provenance and privacy requirements. The network includes two or-
ganizations—representing healthcare entities such as hospitals and general prac-
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titioners—each operating as peers within Docker-based containers. The Member-
ship Service Provider (MSP) enforces PKI-backed identities, ensuring that only
authenticated participants can transact, thereby addressing the authentication
and authorization needs of healthcare data management.

Channels isolate transaction traffic between organizations, protecting sensi-

tive health data and enforcing confidentiality. Private Data Collections (PDCs)
store actual patient information off-chain while recording only cryptographic
hashes on-chain, ensuring both immutability and verifiable integrity. Fabric’s
support for zero-knowledge protocols (Idemix, ZKAT) further enables anony-
mous yet auditable transactions, maintaining accountability without exposing
patient identities. This setup operationalizes the permissioned blockchain model,
providing a secure, privacy-preserving foundation for oM T data provenance. Ad-
ditionally, OAuth 2.0-based authentication is implemented through integration
with the Norwegian BankID? service, enabling secure IoMT user access within
the national health platform HelseNorge.
Evaluation Results: Our evaluation confirms functional correctness, data im-
mutability, and verifiable provenance integrity across multi-organizational peers.
The prototype successfully registers datasets immutably, with each upload cre-
ating a permanent blockchain record. Subsequent updates or deletions generate
cryptographically verifiable provenance records maintaining a complete audit
trail. Typical transaction times for dataset registration were observed under
300 ms in a two-peer setup, consistent with prior Fabric evaluations. Query
operations correctly retrieve both current dataset states and complete histori-
cal lineage, including all modifications and actor identities. This capability to
reconstruct full data lifecycles is essential for regulatory compliance and foren-
sic analysis in healthcare. These results confirm that the architecture delivers
secure, transparent, and privacy-preserving data provenance for IoMT-enabled
healthcare environments.

6 Limitations and Future Work

The proposed architecture anchors trust at the mobile application layer, miti-
gating IoMT device vulnerabilities while leveraging Hyperledger Fabric’s privacy
features to ensure regulatory compliance and auditability. However, several limi-
tations require attention. The prototype lacks evaluation for critical performance
metrics including latency, throughput, and scalability under large-scale health-
care workloads. Future work will include comprehensive stress testing with higher
transaction volumes and multi-organizational peer networks to assess operational
viability. The system assumes mobile devices and gateways are trusted prove-
nance initiators, introducing security risks if compromised. Integrating trusted
execution environments (TEEs) or remote attestation mechanisms could further
strengthen this trust model. Practical challenges persist in integrating with pro-
prietary IoMT cloud platforms (e.g., Apple Health, Fitbit), managing network

2 In Norway, BankID is a personal electronic identification method designed for secure
online authentication and digital signing.https://bankid.no/en/about-us
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membership and channels at scale, and improving consent workflow usability for
patients and healthcare professionals.

While Fabric’s privacy mechanisms provide foundational confidentiality controls,
effective cross-domain data sharing requires interoperability standards and com-
patible identity federation models. Although OAuth 2.0-based authentication
via Norwegian BankID is implemented, broader integration with international
identity providers is necessary for cross-border healthcare data exchange. Fu-
ture work will explore system resilience against emerging threats, comparative
analysis of zero-knowledge and access-control methods, and integration with
international identity providers to support cross-border data exchange. These
evaluations aim to provide deeper understanding of the architecture’s robust-
ness, scalability, and feasibility for real-world healthcare deployment.

7 Conclusion

This paper presents a two-layer blockchain-based data provenance architecture
that addresses the fundamental challenge of establishing trust in loMT-generated
health data where the devices themselves cannot be trusted. The architecture
comprises a mobile trust layer and a blockchain provenance layer that decou-
ples data trust from device trust. By initiating provenance at the mobile device
layer rather than at potentially compromised IoMT devices, the architecture an-
chors data trustworthiness in a verifiable, blockchain-backed infrastructure that
provides auditable and privacy-preserving data sharing. The prototype demon-
strates that our approach offers a practical foundation for secure health data
sharing, enabling healthcare providers to leverage patient-generated data while
giving patients transparent control over their information. This work unlocks
the clinical and research value of personal health monitoring technologies while
upholding trust, accountability, and privacy in healthcare systems.
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