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Abstract—Cyber risk assessment is a cornerstone of cyber-
security management, yet current practices remain largely
manual, static, and resource intensive. This paper presents the
CORAS Threat Modeler, an open-source tool that leverages
large language models (LLMs), retrieval-augmented genera-
tion (RAG), and multi-agent orchestration to automate the
generation of structured risk information and threat models
directly from natural-language system descriptions. The tool
was developed with three success criteria in mind: automat-
ing threat model creation, enabling dynamic risk assessment
through context-aware retrieval and generation, and supporting
accessibility for both experts and non-experts. We present
the architecture of the tool and its integration with CAPEC
and CWE repositories, and report on an evaluation across
three healthcare case studies: one hospital and two medical
device manufacturers. Results show that the tool successfully
produced syntactically correct and interpretable threat models,
generated contextually relevant risks and mitigations, and low-
ered the entry barrier for non-experts. However, improvements
for broader risk coverage, treatment flexibility, and enhanced
usability are needed to fully realize its potential.

Keywords–Cybersecurity; cyber risk assessment; large lan-
guage models (LLMs); retrieval-augmented generation (RAG);
automated threat modeling; healthcare cybersecurity;

1. INTRODUCTION

Cyber risk assessment, i.e., the activities of identifying, an-
alyzing, and evaluating security risks affecting the assets
of a system or organization [1], remains one of the most
important practices for managing security risks and ensuring
resilience. However, traditional risk assessment methods are
manual, static and resource intensive, relying heavily on expert
knowledge and lengthy documentation or audit processes.
This approach is often too slow and inconsistent to keep up
with the rapidly changing digital environment, where new
vulnerabilities and attack vectors emerge daily.
Current approaches to cyber risk assessment struggle to sup-
port the demands of dynamic and adaptive cybersecurity
practices. Both our previous systematic mapping studies [2],
[3], and subsequent work in [4] underline that dynamic and
automated risk assessment remains an open challenge, with
most existing methods unable to respond in real time to
changing vulnerabilities and attack patterns. Moreover, the

systematic review in [5] emphasize that emerging technologies
such as AI and machine learning are increasingly viewed
as critical enablers for automating and accelerating core cy-
bersecurity tasks, including intrusion detection, vulnerability
analysis, and risk assessment. Thus, there is a pressing need
for risk assessment solutions that move beyond static expert-
driven methods and towards automation.
To address this need, we have developed a tool that integrates
LLMs to automate the generation of CORAS threat models [6]
and reports from natural language descriptions of the target
of analysis. CORAS provides a graphical notation to model
security risks including threat scenarios, vulnerabilities, un-
wanted incidents, assets, and countermeasures, thereby facili-
tating communication between technical experts and decision-
makers. While CORAS is mature and widely adopted [7], and
has empirically been shown to be intuitive [8], producing such
models remains a demanding manual task requiring training
and expertise. This limits its ability to support fast or iterative
assessments in dynamic contexts.
We refer to our tool as CORAS Threat Modeler, which is
open source and freely available [9]. We defined the following
success criteria (SC) to guide its development:

• SC1: Automate threat model creation by generating CORAS
threat diagrams and structured risk reports directly from
natural-language system descriptions.

• SC2: Enable dynamic risk assessment by using LLMs to
suggest threat scenarios and mitigations through similarity
search and RAG techniques.

• SC3: Support accessibility by enabling both domain experts
without prior modeling expertise and non-experts to conduct
structured risk assessments.

This paper makes three main contributions:

• We present the design and implementation of the open-
source CORAS Threat Modeler, which employs a multi-
agent pipeline combining LLMs and RAG to generate threat
models represented as directed acyclic graphs.

• The tool integrates the cybersecurity repositories Common
Attack Pattern Enumeration and Classification (CAPEC)
and Common Weakness Enumeration (CWE), and employs
schema-constrained generation to ensure syntactically valid
and semantically consistent CORAS threat diagrams.

• We report on an initial evaluation with three healthcare
case studies, namely one hospital and two medical device



manufacturers, conducted with target users.
The results demonstrate that the tool can generate syntactically
correct and interpretable threat models, broaden practitioners’
perspectives on risks, and lower the entry barrier for non-
experts, while also pointing to areas for improvement with
respect to risk coverage, treatment flexibility, and usability.
The remainder of the paper is structured as follows. Section 2
describes our research method. Section 3 describes the tool
design and implementation. Section 4 reports on evaluation
experiments with three companies from the healthcare domain:
one hospital and two medical device manufacturers. Section 5
discusses the evaluation results with target users, highlighting
both the strengths and limitations of the tool. Section 6 reviews
related work on LLMs for cyber risk management and threat
modeling. Section 7 concludes the paper.

2. RESEARCH METHOD

We carried out the work in a three-step design science ap-
proach [10]. In Step 1, we defined the success criteria (SC1–
SC3) for the CORAS Threat Modeler based on the background
and needs outlined in Section 1. These criteria capture what
the tool should achieve in terms of automating threat model
creation, enabling dynamic risk assessment, and supporting
accessibility for both experts and non-experts.
In Step 2, we designed and implemented the tool in accordance
with the success criteria. The design process combined the
CORAS methodology with state-of-the-art advances in LLMs,
RAG, and multi-agent orchestration. The implementation in-
cludes the component architecture, interaction flow, and inte-
gration with cybersecurity knowledge bases such as CAPEC
and CWE. The design and implementation are presented in
detail in Section 3.
Finally, in Step 3 we evaluated the tool together with target
users from three healthcare case studies: one hospital and
two medical device manufacturers. The evaluation process was
structured around the success criteria and consisted of three
phases: preparation, workshop execution, and follow-up. In the
preparation phase, we developed case descriptions based on
input from the case study providers and verified them together.
In the workshop phase, participants interacted with the tool
while answering 21 targeted questions about the generated
outputs. In the follow-up phase, participants were asked to
reflect on their overall impressions and add any feedback not
captured during the workshops. The evaluation procedure and
results are described in Section 4.

3. IMPLEMENTATION

In the following, we first introduce the CORAS risk as-
sessment method and then describe how the CORAS Threat
Modeler components interact to automatically generate struc-
tured risk information and threat models from natural-language
descriptions of a target system.
CORAS is a model-based method for asset-driven, defen-
sive cyber risk assessment [6]. The method comes with de-
tailed guidelines explaining how to conduct each stage of a
CORAS risk assessment in practice. CORAS is aligned with

ISO 27005 [1] and consists of eight steps covering the full
process from initial preparations to the derivation of risks and
risk treatment recommendations. To support this process, the
CORAS modeling tool facilitates the creation of five types
of diagrams, designed to support specific stages in the risk
assessment. These diagrams help users model and reason
about threat actors, threat scenarios, vulnerabilities, unwanted
incidents, assets, and risk treatments.
In this paper, we focus on the CORAS tool and present
our enhancements that enable automatic and dynamic risk
assessment through LLM-based multi-agent support with RAG
(the CORAS Threat Modeler), as mentioned in Section 1. For
a detailed explanation of the CORAS method and its steps, as
well as its calculus for risk estimation and the formal syntax
and semantics of the CORAS modeling language, we refer the
reader to the CORAS book [6].
Figure 1 illustrates the implementation of the CORAS Threat
Modeler through a sequence diagram. The tool consists of
a client-side graphical user interface and multiple server-side
components that interact to generate: (i) structured case de-
scriptions from the user-provided free-text system description
(target of analysis), (ii) high-level risk tables that capture
threat scenarios and risks, and (iii) CORAS threat models
generated from the structured risk information in point (ii).
In the following we describe the interaction flow between the
tool components represented by the lifelines in Figure 1.
The graphical user interface (:GUI) is the entry point for
the user. It allows users to input natural-language free-text
descriptions of their system (target of analysis) and interact
with the generated outputs, including the structured case
descriptions, high-level risk tables, and CORAS threat models.
The GUI runs client-side in the browser and communicates
with the back-end via HTTP requests.
The Flask App (:FlaskApp) serves as the API entry point on
the back-end. It listens for incoming requests from the GUI,
maps them to predefined routes, and invokes the corresponding
back-end functions. The functions generate summary(), gen-
erate risks(), and generate coras model() generate structured
case descriptions, high-level risk tables, and CORAS threat
models, respectively. The Flask App parses JavaScript Object
Notation (JSON) input, handles the request, calls the Naviga-
tor, and returns JSON responses to the client.
The Navigator (:Navigator) acts as the central controller and
provides a single entry point for the workflow. Rather than
the client or Flask App interacting with each agent directly,
the Navigator orchestrates the overall process by invoking the
appropriate specialized agents in sequence. For example, it
calls the Summarizer agent to produce the structured case
description, the RAG module and Assessor agent to generate
the high-level risk tables, and finally the Formatter agent
to construct the CORAS threat model. This approach hides
underlying complexity and ensures a consistent workflow.
The Summarizer agent (:Summarizer) transforms the free-
text system description provided by the user into a structured
description. It uses the llama3:70b-instruct model
with temperature set to 0 and a fixed summarization prompt.
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Figure 1. Interaction flow of CORAS Threat Modeler components.

LangChain (a framework for building agents and LLM-
powered applications) is used to manage prompt templates and
execution. The Summarizer ensures that the system description
is reformulated in a clear and structured way, suitable as input
for later analysis.
For risk assessment, we retrieve relevant cybersecurity threat
context from the knowledge bases CAPEC and CWE.
The Retrieval-Augmented Generation module (:RAG) embeds
structured case descriptions into a Facebook AI Similarity
Search (:FAISS) vector database and performs similarity search
to identify relevant entries from CAPEC and CWE. As shown
in (1), the similarity search returns the index j corresponding
to the vector xj that has the minimum Euclidean distance
∥x− xi∥ to the input vector x:

j = argmin
i

∥x− xi∥ (1)

Although vector similarity search captures semantic related-
ness, it does not always guarantee that the retrieved entries
are the most contextually relevant to the system (target of
analysis) [11]. To address this, we apply a re-ranking step
that evaluates the top-k retrieved results and selects the subset
most closely aligned with the user query system description,

ensuring that only contextually appropriate CAPEC and CWE
entries are passed to the Assessor. This provides the Assessor
with contextualized knowledge of vulnerabilities and attack
patterns. For the re-ranking, the RAG module uses the smaller
llama3:8b model, which offers a good balance between
efficiency and accuracy for this filtering task.

The Assessor agent (:Assessor) generates a textual risk as-
sessment by combining the structured case description with
the retrieved context. It uses the llama3:70b-instruct
model (temperature 0) with a dedicated system prompt that
enforces a two-phase assessment. In the first phase, it produces
a high-level risk table that lists each identified risk in terms of
the threat actor (e.g., insider, attacker), threat scenarios (e.g.,
malware injection, unauthorized access), vulnerabilities (e.g.,
CWE-311 missing encryption of sensitive data), unwanted
incidents (e.g., data leakage), and impacted assets (e.g., patient
data, medical device). In the second phase, it elaborates
on each risk element, providing detailed descriptions of the
chain of threat scenarios, which vulnerabilities are involved,
and what mitigations may apply. The resulting assessment
provides detailed risk information that serves as input for the
construction of the CORAS threat model.



The Formatter agent (:Formatter) converts the textual risk
assessment produced by the Assessor into a machine-readable
JSON object that defines a syntactically correct CORAS threat
model. Because a CORAS threat model is a directed acyclic
graph, the JSON format consists of two main elements: a list of
vertices and a list of edges. Vertices represent the core CORAS
concepts and are typed as either human threats (malicious or
non-malicious), non-human threats, threat scenarios, unwanted
incidents, assets, or mitigations. Each vertex has a unique
identifier and descriptive text. Vulnerabilities may be assigned
to edges (relations), describing a weakness, flaw, or deficiency
(e.g., a CWE entry), ensuring that causal relations between
threat actors, threat scenarios, and unwanted incidents are
explicitly captured (see Figure 3).
To ensure valid and correctly structured outputs, the Formatter
uses structured output techniques that constrain the LLM
(llama3:70b-instruct model and temperature 0) to
generate JSON objects compliant with a predefined schema.
This guarantees syntactic validity and prevents the need for
extensive error handling. In addition, few-shot prompting with
worked examples is employed to guide the LLM toward
producing outputs consistent with CORAS semantics, and
explicit constraints on vertex and edge types further reduce
invalid structures. Post-processing steps are applied to improve
the quality of the model, such as removing duplicate threat
scenarios generated during the assessment.
Finally, the processed JSON object is rendered into a visual
CORAS threat diagram in the GUI. Rendering is performed
using JointJS, where the graph elements are positioned by
grouping vertices into hierarchical levels with a breadth-
first search (BFS) algorithm and placing them at predefined
coordinates. This ensures that the resulting diagram is not
only syntactically correct but also visually consistent and
interpretable for the user.
The tool’s source code, including key prompts and JSON
schemas, is openly available in the CORAS GitHub repos-
itory [9], and its components form a modular pipeline that
transforms natural-language system descriptions into struc-
tured risk information and CORAS threat models, thereby
operationalizing the success criteria introduced in Section 1.

4. EVALUATION

We evaluated the CORAS Threat Modeler with three compa-
nies from the healthcare domain: one hospital and two medical
device manufacturers. The authors and the three companies
are partners in the EU-funded NEMECYS project [12], which
develops tools and methods to help manufacturers, integra-
tors, and healthcare providers ensure cybersecurity by design
for connected medical and diagnostic devices (CMDs). Each
company provided its own case, resulting in three distinct case
studies. The evaluation consisted of three phases: preparation,
workshop execution, and follow-up, as illustrated in Figure 2.

4.1 Preparation

For each company, we used their free-text system descrip-
tions as documented in the publicly available report D4.1

Validation of all Case Studies, available on the NEMECYS
project website [12]. The free-text system descriptions were
sent by email to the respective case providers for review
and correction. After making any requested adjustments, the
partners confirmed that the descriptions were accurate and
representative of their systems. The confirmed descriptions
were then used during the workshop execution as input to the
CORAS Threat Modeler. For brevity, we provide only a short
overview of each case study. Full descriptions are available in
the publicly available report mentioned above.
Case Study 1 (Hospital Point-of-Care Testing): This case study
concerns the use of a Continuous Glucose Monitoring kit at
San Raffaele Hospital (OSR) in Milan. The system involves
patients who wear a subcutaneous glucose sensor on the upper
arm and health professionals who access the collected data
for treatment and monitoring. Glucose readings are obtained
either via a dedicated Abbott Reader or through the FreeStyle
LibreLink smartphone application, with data further shared
to the LibreView web application for clinical use. While
the sensor communicates securely through encrypted wireless
channels, two points of concern were identified in the hospital
setting: (i) access to the LibreView account, which depends
on the robustness of authentication and provider-side security
updates, and (ii) connecting the Abbott Reader to hospital
computers via USB, which raises the risk of malware transfer
in either direction. In the latter, a patient brings the reader to
a hospital consultation, and the diabetologist connects it to an
OSR computer to transfer and analyze glucose data using a
smart digital clinic software.
Case Study 2 (Wearable Monitoring for Parkinson’s Disease):
This case study, provided by PD Neurotechnology (PDN),
addresses the cybersecurity of the PDMonitor, an IoT-based
wearable medical device designed for the continuous mon-
itoring of Parkinson’s disease patients in both hospital and
home settings. The system comprises five Inertial Measure-
ment Unit sensors worn by the patient, a docking station
for local data collection and transfer, a mobile application
for patient and caregiver interaction, a cloud infrastructure
for storage and machine learning–based analysis, and a web
dashboard for physician access. In this scenario, the device
also integrates with Deep Brain Stimulation (DBS) therapy
by generating updated DBS settings and transmitting them to
the implant via the mobile app. Typical use involves patients

Free-text system
description

Preparation

CORAS 
threat 
models

Workshop execution

Tool demonstration

Follow-up 

Questionnaire

Structured
case 
description

High-level risk table

Figure 2. Overview of the evaluation procedure.



wearing the sensors in daily life, with data uploaded through
the docking station to the cloud, where advanced analytics
generate symptom reports for physicians and DBS parameter
adjustments. The case highlights cybersecurity risks across
the ecosystem, particularly in cloud connectivity, device–cloud
communication, and Bluetooth-based transmission to the DBS
implant, all of which are critical points where confidentiality,
integrity, and availability must be safeguarded.
Case Study 3 (Home Dialysis Monitoring): This case study,
provided by Mode Sensors (MODE), focuses on Re:Balans,
a non-invasive wearable bioimpedance device developed to
monitor hydration levels in patients with fluid management
conditions, such as those requiring home dialysis. The sensor
continuously collects hydration data and transmits it wirelessly
to external units (e.g., tablets or IoT gateways) for integration
with clinical systems and remote patient monitoring. The
evaluation highlighted several cybersecurity challenges across
the device lifecycle: secure wireless transfer between the patch
and gateway, secure transmission of data from the gateway to
healthcare systems, reliable and secure software updates, post-
market surveillance to ensure intended use, and mechanisms
for user feedback without compromising confidentiality. The
high-level architecture of the device comprises a Bluetooth
radio, debug interface, microcontroller, external flash, and
multiple I/O interfaces. This case underlines the importance of
robust security guidelines for data flows beyond the hospital
setting, ensuring safe connectivity, software maintenance, and
feedback processes in remote care scenarios.

4.2 Workshop Execution

Workshops were conducted via online meetings, one for
each case study. Each session followed a structured format.
First, participants were given a short introductory presentation
covering three points: 1) the motivation and objectives of the
CORAS Threat Modeler, 2) an explanation of CORAS threat
modeling concepts and notation, and 3) a set of ground rules,
emphasizing that the evaluation focused on the tool rather
than the participants’ expertise or organization, and that both
positive and critical feedback was valuable.
After the presentation, one of the authors operated the CORAS
Threat Modeler on their own computer and shared the screen
with the participants. The tool was executed on an HP Z8
Fury G5 workstation equipped with a 36-core Xeon processor,
512 GB RAM, and dual NVIDIA RTX 6000 Ada GPUs. The
case descriptions from the preparation phase were then used
as inputs to the tool, which was run step by step. During this
process, we asked participants targeted questions related to
the outputs produced. The full set of questions is provided
in Table II: Questions 1–3 addressed the structured case
description (first output), Questions 4–9 the high-level risk
table and detailed description of each risk (second output),
Questions 10–15 the generated CORAS threat model (third
output), and Questions 16–21 their overall impressions.
Table I summarizes the workshops, showing the meeting dates,
case study (CS), number of participants from the case study
provider (Pts.), self-assessed risk assessment expertise (RAE),

self-assessed CORAS expertise (COE), and job titles. The self-
assessments were made by the participants from the case study
provider using a four-level Likert scale {Novice, Beginner,
Intermediate, Expert}. For Case Study 1, two service designers
participated; for Case Study 2, one information security officer
(ISO); and for Case Study 3, one chief technical officer (CTO).
Each workshop lasted approximately two hours, with two of
the authors present in all meetings to facilitate the sessions.
The sessions were recorded, with both video and automatically
generated transcriptions of the discussions.

4.3 Follow-up

After each workshop, participants received a follow-up email
to ensure that no feedback was overlooked and to allow them
to share additional reflections after the session. The email
included the generated workshop report, which contained the
three outputs produced during the session: the structured case
description, the high-level risk table and detailed description of
each risk, and the generated CORAS threat model. Participants
were asked to revisit Questions 16–21 from Table II, which
concerned their overall impressions of the tool.
They were encouraged to provide short written responses or
bullet points. This follow-up process ensured that additional
insights could be captured beyond the live discussions, and the
written responses were integrated with the feedback already
collected during the workshops.

4.4 Results

Table II provides a concise summary of the participants’
answers to the 21 evaluation questions across all three case
studies. The first output, structured case descriptions, was
deemed accurate and satisfactory across all cases (Q1). Noth-
ing essential was missing, although the participant in Case
Study 1 noted that the original case description omitted aspects
related to physical tampering (Q2). However, this omission
was due to the fact that such aspects were not considered in
their case study and were therefore out of scope. No unneces-
sary or irrelevant content was reported by the participants in
the structured case descriptions (Q3).
The high-level risk tables contained relevant scenarios, in-
cluding malware transfer and unauthorized actors, which in
one case were highlighted as risks not previously consid-
ered, alongside other realistic threats (Q4). The high-level
risk tables were generally considered sensible, accurate, and
useful, though one participant noted that it was unclear which
component in their case a given threat applied to, and another
pointed out that the mitigations were broad but still appropriate
(Q5). Participants partly expected to see the identified threat
scenarios, though one found the level of detail higher than

TABLE I
WORKSHOP MEETINGS AND PARTICIPANTS

Date CS Pts. RAE COE Job Title
01.09.2025 1 2 Pts. Beginner Beginner Service Design
02.09.2025 2 1 Pts. Intermediate Novice ISO
10.09.2025 3 1 Pts. Beginner Novice CTO



TABLE II
CONCISE Q&A SUMMARY FROM CASE STUDY 1, 2, AND 3 (BASED ON TRANSCRIPT EXCERPTS AND FOLLOW-UP FEEDBACK)

Q Question Case Study 1 - OSR Case Study 2 - PDN Case Study 3 - MODE
Q1 Are you satisfied with the structured

description? Is it Accurate?
Yes–satisfactory and accurate;
nothing missing.

Yes–accurate, well grouped;
avoided irrelevant details.

Yes–OK/accurate; scope biased
by prior security focus.

Q2 Is something missing in the struc-
tured description?

No–nothing missing. No–nothing missing given
well-structured input.

Nothing missing in output; in-
put itself omitted parts.

Q3 Is anything included that should not
have been?

No. No–nothing extra; all listed cor-
rectly.

No.

Q4 Does the high-level risk table con-
tain relevant threat scenario(s)?

Yes–especially malware trans-
fer and “unauthorised actor”.

Yes–both relevant and exist. Yes–both scenarios relevant.

Q5 Does the high-level risk table makes
sense? Is it Accurate?

Mostly yes–useful new
risk; some needed info
missing/unclear.

Yes–sensible, accurate, useful
at brainstorming; mitigations
general (appropriately).

Yes–makes sense; details
OK/accurate.

Q6 Did you expected to see these threat
scenarios?

Partly–expected in those lines,
but not at that detail level.

Yes–matches top risks; expect-
ing priority on patient health.

Yes–obvious/known; wanted
less-obvious additions.

Q7 Are you missing any threat scenar-
ios?

No. Yes–many missing; especially
health-impacting risks.

Yes–only two shown; expects a
longer list with selection step.

Q8 Is the risk table’s level of abstraction
appropriate?

Good–detailed and complete
enough.

Just right–balanced for brain-
storming/usability.

Fine for two items; with more,
start high-level then expand; list
many vulnerabilities.

Q9 Is the terminology understandable? Yes. Yes–clear; minor quibble with
“unwanted incident” term (not
important).

Yes–high-level table more read-
able; detailed information suits
implementers.

Q10 Is the CORAS threat model easy to
understand?

Yes–for non-experts; some
technical parts may be hard.

Yes–easy; even clearer with in-
tro material.

Yes–easy to read/understand.

Q11 Is the threat model more useful than
the table for understanding risks?

Yes–clearer, easier for non-
experts than table alone.

For simple cases little added;
for complex, clearly beneficial.

Yes–easier to see event se-
quences/what leads to what.

Q12 Do you have any comments about
the graphical notation?

Yes–inconsistency in vulnera-
bility labeling (IDs vs text).

No comments; suggests mod-
ernizing icons (assets).

No major issues; asked about
meaning of crossed arrows.

Q13 Does the threat model include the
expected information?

Yes. Yes–to the point for brainstorm-
ing; avoids excess detail.

Yes–contains expected info;
OK.

Q14 Is the threat model’s level of ab-
straction useful?

Yes–detailed/complete enough. Yes–ideal balance for human-
centric brainstorming.

Yes–enough information; not
too much.

Q15 Is this way of generating CORAS
threat models useful for you?

Yes–useful, especially in hospi-
tal context.

Yes–brainstorming, mgmt. pre-
sentations, onboarding/training.

Yes–identifies vulnerabilities
and sensible fixes.

Q16 What is your overall impression? Positive–generated report is
clear/useful for management.

Positive–generally happy with
the tool.

Positive–wants ability to steer
and more risks to pick from.

Q17 Did you notice any issues with the
user interface or usability?

Yes–too much scrolling;
prefer step-by-step with
progress/confirmation.

Yes–vulnerabilities appear dis-
connected in the threat model.

Yes–User interface sparse;
needs polish and suggestions
from a user experience expert.

Q18 Would you like to use such a tool? Yes–useful for hospital; report
helpful.

Yes. Yes–sees practical value for se-
curing their system.

Q19 In what situations could this tool be
useful in your work?

Management discussions; sup-
port security investment deci-
sions; for cybersecurity dept.

Early brainstorming; manage-
ment presentations; onboard-
ing/training.

Across phases—analysis
through dev/prod; prioritise
security effort; cross-org use.

Q20 In what situations could this tool be
useful for others?

Management and cybersecurity
staff; review risk treatments.

Brainstorming, presentations,
onboarding, awareness/training.

Developers and cybersecurity
staff.

Q21 What are the main areas for im-
provement?

Clearer vulnerability info (de-
scriptions/links, not just CWE
IDs); stepwise navigation;

Treatments should be less pre-
scriptive, more generic/options
with disclaimers; add API.

User interface: too sparse;
needs polish and user
experience input.

anticipated, another expected stronger focus on patient health
(i.e., physical harm caused by cyber risks), and a third wanted
less-obvious additions to the list of potential risks (Q6).
Regarding missing threat scenarios, one participant saw none,
while the others found many absent, especially health related
risks, and expected a longer list with a selection step to
give users more control over which risks to focus on in the
following tool steps (Q7). The level of abstraction was deemed
appropriate, with comments ranging from detailed and com-
plete enough, to balanced for brainstorming, to a suggestion
to start high level and then expand into the risks most relevant
for the user (Q8). Terminology was broadly understandable,
with only minor comments, such as a remark that the term
”unwanted incident” is redundant since an incident already

implies something undesirable, while also noting that different
standards (e.g., ISO 27005 [1]) use varying terms. Another
observation was that high level tables were more readable,
whereas the detailed information suited implementers (Q9).
The CORAS threat models were considered easy to under-
stand, though one participant mentioned that technical parts
may be harder for non-experts (Q10). Figure 3 shows the
CORAS threat model automatically generated from the free-
text system description of Case Study 3. The model contains
two chains of threat scenarios. In the upper chain, a deliberate
human threat, External attacker, initiates the threat scenario
Attacker intercepts wireless transmission between Re:Balans
device and external unit. This may lead to the threat scenario
Attacker exploits vulnerabilities in encryption protocols to



Figure 3. Automatically generated CORAS threat model for Case Study 3.

access sensitive patient data, through exploitation of CWE-
311: Missing Encryption of Sensitive Data and CWE-319:
Cleartext Transmission of Sensitive Information. This threat
scenario, in turn, leads to the unwanted incident Data breach of
sensitive patient information, which impacts the asset Patient
confidentiality and data security. The tool also suggested
two treatments for the encryption-related threat scenario: Use
secure communication channels and protocols and Implement
secure encryption protocols for wireless data transmission.
Compared to the tables, the CORAS threat models were
generally seen as more useful, since they made sequences
and dependencies easier to follow, although one participant
felt the added value was clearer in complex cases than in
simple ones (Q11). Comments on the notation included an
inconsistency in labeling vulnerabilities, where some were
shown only with CWE IDs while others included descriptive
text. Although this information was consistently present in
the high level risk table, it was not always reflected in the
threat models. One participant suggested modernizing icons,
noting that alternatives to symbols such as money bags could
better represent assets, even if the current representation was a
conscious design decision for CORAS and empirically shown
to be comprehensive [8]. Another comment concerned two
arrows that happened to cross unnecessarily in one model;
the participant initially assumed this was deliberate or had
a semantic meaning (Q12). The models were reported to
include the expected information and to the right level of
detail, avoiding unnecessary complexity (Q13 and Q14). The
way of generating CORAS threat models in our approach was
considered useful across cases, with applications ranging from
hospital use and medical device design to early brainstorming,
management presentations, onboarding, training, and identify-
ing vulnerabilities and fixes (Q15).
Overall impressions were positive, with participants describing
the tool as clear, useful, and a good approach, while also
noting the importance of being able to steer the outputs and

expand them with more risks to choose from (Q16). Usability
issues included too much scrolling, since each step of the
tool produced results vertically rather than through a step-
by-step progress with confirmation. Vulnerabilities appeared
visually disconnected because, although attached to relations
in CORAS, this was not explicitly shown with connecting
lines. Further comments concerned the sparse interface design
and the need for UX improvements (Q17). All expressed
interest in using the tool themselves, seeing practical value
for hospitals, medical device manufacturers, security work,
and securing systems (Q18). Participants suggested usage
situations in which CORAS Threat Modeler could be useful in
their work, including management discussions, supporting se-
curity investment, early brainstorming, onboarding, awareness
training, and cross-phase use from analysis through production
(Q19). Potential users beyond their own work included man-
agement, cybersecurity staff, developers, and trainers (Q20).
Suggested improvements covered clearer vulnerability infor-
mation (with better descriptions and links to the CAPEC and
CWE repositories), less prescriptive treatments with options
and disclaimers, programmatic API access, and an overall
more polished and user-friendly interface (Q21).

5. DISCUSSION

In this section, we discuss the evaluation results with respect
to the success criteria defined in Section 1.
The first success criterion (SC1) required the tool to automate
threat model creation by generating CORAS threat diagrams
and structured risk reports directly from natural-language
system descriptions. The evaluation results show that this
criterion was largely achieved. Structured case descriptions
were deemed accurate and satisfactory across all cases, with
no unnecessary information included by the agentic modules
(i.e., :Summarizer, :RAG, :Assessor, and :Formatter), and
only minor omissions that stemmed from the scope of the



case descriptions rather than from the tool itself. The high-
level risk tables and the generated CORAS threat models
were also considered sensible and accurate. Participants noted
that these outputs supported brainstorming. They also found
them useful as a basis for management discussions. From a
technical perspective, the tool successfully generated syntactic
and semantically correct CORAS threat models in all cases.
In terms of limitations, one case highlighted that it was unclear
which system component from the free-text description a
specific threat scenario applied to, and inconsistencies were
observed in vulnerability naming, with some shown only as
CWE identifiers and others with descriptive text. These find-
ings suggest that SC1 is met in principle, though refinements
are needed to improve clarity and consistency of the generated
outputs. Importantly, the threat models were found easier to
interpret than the risk tables for understanding causal relations
and the chain of events, indicating that the automatically
generated CORAS threat models provide clear added value
for communicating and reasoning about risks.
The second success criterion (SC2) aimed to enable dynamic
risk assessment through LLM-driven generation of threat
scenarios and mitigations, supported by RAG. The evaluation
confirmed that relevant risks were produced and, in some
cases, participants identified new risks they had not previously
considered, such as malware transfer and unauthorized access.
This demonstrates the potential of the tool to broaden practi-
tioners’ risk perspectives by identifying risks and attack vec-
tors beyond their immediate concerns, thereby strengthening
preparedness against future threats.
However, the coverage of risks was limited. Participants noted
that health-related risks, particularly those directly impacting
patient safety, were underrepresented, and that the number of
scenarios was too few to support selection or prioritization.
The underrepresentation of safety-related risks comes from the
current reliance on repositories such as CAPEC and CWE,
which focus primarily on cybersecurity aspects rather than
on the safety impacts of cyber risks. This limitation could
be addressed by incorporating additional sources specifically
related to cyber-physical security in the healthcare and CMD
domain. The restricted number of scenarios was also a delib-
erate design choice: in this version of the tool, up to the top
five risks were generated through similarity search to avoid
overwhelming users with excessively large or complex threat
models. Finding the right balance between sufficient coverage
and manageable visual complexity remains an area for future
work. While the level of abstraction was generally deemed
appropriate for brainstorming, participants emphasized the
need for broader coverage and more control over which risks
to focus on in the assessment. Treatments were found useful
but sometimes too prescriptive, with a preference for more
generic options accompanied by disclaimers. As one partici-
pant explained, users should not apply treatments uncritically.
Instead, recommendations would be more valuable if presented
as options that require expert judgment and adaptation to
technical specifications. This is in fact the intended level of
abstraction of our risk treatment options, which, as illustrated

in Figure 3, are provided at a generic level and require users
to adapt and specialize them for their specific context.
The tool demonstrated the capability to generate contextually
relevant threat scenarios and mitigations using an LLM- and
RAG-driven multi-agent approach. To this end, SC2 has been
achieved, though improvements are still needed to broaden
coverage, incorporate safety-focused threat scenarios, and pro-
vide more flexible treatment recommendations.
The third success criterion (SC3) required the tool to support
accessibility by enabling both domain experts without prior
modeling expertise and non-experts to conduct structured
cyber risk assessments. The evaluation results indicate that this
criterion was largely met. All participants, including service
designers (Case Study 1), an information security officer (Case
Study 2), and a chief technical officer (Case Study 3), were
able to engage with the outputs and provide detailed feedback.
The structured descriptions, risk tables, and threat models
were deemed comprehensible, with the graphical notation in
particular making causal relations and chains of events clearer.
Participants reported that the tool could be valuable across dif-
ferent contexts, from management presentations and onboard-
ing to detailed security analysis. Several expressed interest in
using such a tool themselves, showing that accessibility is not
limited to security specialists. However, usability issues were
highlighted: excessive scrolling caused by the vertical layout
of results, vulnerabilities appearing visually disconnected from
relations, and the interface design requiring UX improvements.
These findings suggest that SC3 is largely achieved, as the tool
lowers the entry barrier to structured cyber risk assessment and
enables non-experts to participate meaningfully. Participants
also noted that the tool helps overcome the difficulty of
starting from a blank page when identifying risks, which is an
issue particularly relevant for small and medium enterprises
(SMEs) [13]. The ability to quickly generate initial threat
models was seen as a valuable basis for subsequent in-depth
assessments. Nevertheless, user interface improvements and
clearer visualizations are needed to fully realize the tool’s
accessibility potential.
Across all case studies, participants reported positive impres-
sions and saw practical value in contexts such as management
discussions, security investment decisions, onboarding, and
awareness-raising. Overall, the results demonstrate that LLM-
and RAG-driven multi-agent orchestration can move cyber-
risk assessment from manual, resource-intensive processes
toward scalable, automated, and accessible tooling, provided
that iterative refinements continue to improve coverage, safety
alignment, and user experience.

6. RELATED WORK

6.1 LLMs for Cybersecurity and Cyber Risk Management

Reference [14] reviews 185 studies on LLMs in cybersecurity.
While current approaches focus on software and network
protection, emphasizing detection and repair, our tool lever-
ages LLMs, RAG, and multi-agent orchestration to generate
structured risk information and graphical threat models from
natural language system descriptions (target of analysis). This



approach directly addresses two of the survey’s identified chal-
lenges and opportunities: (i) integrating external knowledge
repositories (e.g., CAPEC and CWE) to mitigate data scarcity
and improve factuality, and (ii) improving accessibility and
interpretability by providing visual models that clarify causal
relations and risk scenarios. Thus, the CORAS Threat Modeler
expands the scope of LLM for security from operational de-
tection tasks to strategic decision support in risk management.
As for risk management, several related approaches exist.
Reference [15] introduces a framework named aCTIon that im-
plements a two-step pipeline to condense unstructured reports
and extract structured cyber threat intelligence in Structured
Threat Information eXpression (STIX) format.
Reference [16] introduces CVEDrill, a predictive LLM model
that automates the analysis of Common Vulnerabilities and
Exposures (CVEs) by estimating Common Vulnerability Scor-
ing System (CVSS) vectors and classifying vulnerabilities into
CWE categories. This enables more accurate vulnerability pri-
oritization and mitigation compared to manual CVE handling.
Reference [17] proposes to use Chain-of-Thought (CoT)
prompting with LLMs to support cybersecurity risk assess-
ments for embedded operational technology (OT) systems. In
their study, threats from MITRE EMB3D are assessed step by
step, including impact, exposure, vulnerability, and likelihood,
following IEC 62443 guidance.
These approaches demonstrate the growing use of LLMs
to structure and enrich cybersecurity knowledge, from CTI
extraction and vulnerability scoring to reasoning about
embedded-system risks. The CORAS Threat Modeler comple-
ments these approaches by integrating such structured knowl-
edge sources into higher-level threat models that link technical
threats and vulnerabilities to organizational risk scenarios.

6.2 LLMs for Threat Modeling

Reference [18] proposes a method that uses retriever-
augmented LLMs to automate attack-graph generation. The
method builds a semantic CVE database and uses a tailored
retriever to fetch contextually relevant CVEs, then prompts an
LLM to chain vulnerabilities by matching preconditions and
postconditions into attack paths. Unlike CORAS threat mod-
eling, which produces structured chains of threats, scenarios,
incidents, and affected assets to support risk assessment, [18]
focuses on linking CVEs into attack paths. The produced
outputs therefore complement CORAS by providing detailed
vulnerability exploitations, but they require mapping and con-
textualization before they can be used directly for structured
risk assessment and treatment planning.
A framework that applies prompt engineering Chain of
Thought (CoT), Optimization by PROmpting (OPRO), and
fine-tuning to automate threat modeling for banking systems is
proposed in [19]. This approach leverages datasets generated
from Microsoft’s Threat Modeling Tool and maps threats to
mitigations aligned with NIST 800-53 controls. This domain-
specific adaptation enables LLMs to reason about banking ar-
chitectures and generate mitigation strategies more effectively

than general-purpose LLMs. While [19] focuses on STRIDE-
based threat identification and compliance-driven mitigations
in the financial sector, the CORAS Threat Modeler com-
plements this work by producing structured, scenario-driven
threat models that explicitly connect threats, vulnerabilities,
and incidents to organizational risks supporting contextual
reasoning and visualization of threats for decision-making.
Reference [20] proposes an LLM-supported threat modeling
framework for transportation cyber-physical systems. This
approach combines STRIDE-based threat identification with
LLM-assisted mapping to MITRE ATT&CK techniques and
CVSS-based prioritization. Threats are represented using data
flow diagrams in the Microsoft SDL tool, which emphasize
system flows and interactions. Our tool complements this
by producing CORAS diagrams, formally structured directed
acyclic graphs that connect threats, incidents, and assets to
support systematic risk assessment and treatment planning.
Reference [21] proposes an LLM-assisted approach for threat
modeling of LLM-integrated applications. The approach uses
RAG over design artefacts and prior threat models, applies
frameworks like OWASP Top 10 for LLMs and MITRE AT-
LAS, and represents systems (target of analysis) with data-flow
diagrams. Our tool represents risks with CORAS diagrams as
directed acyclic graphs, and integrates knowledge bases such
as CAPEC and CWE to identify and model threat scenarios
based on free-text system descriptions. Moreover, while [21]
focuses on LLM-specific software threats, our tool can use
this information as an additional source to enrich broader risk
assessments with LLM-specific threat scenarios.
Reference [22] proposes an LLM-driven framework for cyber-
attack scenario generation that produces three synchronized
representations: natural language narratives, attack graphs, and
formal mathematical models. Their Tri-Modal approach aims
to improve interpretability across both technical and non-
technical stakeholders by ensuring semantic consistency in
scenario descriptions. Our tool complements [22] by sup-
porting higher-level risk reasoning through CORAS diagrams.
While their Tri-Modal outputs primarily facilitate cross-role
communication and training exercises, CORAS has already
been shown [8], and further confirmed in our evaluation,
to support effective threat and risk communication between
stakeholders with diverse backgrounds. Our tool extends this
by automatically generating CORAS threat models directly
from user-provided free-text descriptions of the target system,
allowing both experts and non-experts to contribute to struc-
tured cyber risk assessments.

7. CONCLUSION

We introduced the CORAS Threat Modeler, an open-source
tool [9] that combines LLMs, RAG, and multi-agent orchestra-
tion to automate cyber risk assessment. It generates structured
risk information and CORAS threat models from natural-
language system descriptions, integrating knowledge from
CAPEC and CWE, and uses a schema-constrained generation
to ensure syntactic and semantic consistent threat models.



Evaluation across three healthcare case studies, one hospital
and two medical device manufacturers, showed that the tool
produces accurate and interpretable threat models, broadens
practitioners’ risk perspectives, and enables guided assess-
ments non-experts can meaningfully engage in. Participants
valued the tool’s ability to provide rapid first drafts of realistic
threat scenarios and treatments, though they noted improve-
ment needs in risk coverage, treatment flexibility, and usability.
The results highlight the feasibility of LLM- and RAG-driven
multi-agent systems for advancing cyber risk assessment from
manual, resource-intensive processes to scalable, automated,
and accessible practices. While evaluated in healthcare, the
tool is domain-agnostic and applicable to other contexts.
Future work will extend safety-related risk coverage, en-
hance interaction and visualization, integrate additional RAG
knowledge sources, and validate cross-domain generalizability,
including quantitative metrics (e.g., precision and recall) to
strengthen the evaluation.
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