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Healthcare is a critical sector where disruptions to the
confidentiality, integrity or availability of systems can have
severe consequences for both individual patients and the
wider economy. Recent analyses of the health threat
landscape show that the healthcare sector has the highest
number of security incidents and that a significant proportion
of organisations still lack structured security awareness
programmes for non-IT staff. This underlines a clear need for
targeted awareness-raising and training activities for
healthcare professionals and other stakeholders involved
with connected medical devices (CMDs).

The Cybersecurity Trainings and Best Practices tool is a comprehensive
cybersecurity awareness and training solution adapted to the needs of the
health sector. It aims to support healthcare stakeholders by stress-testing, at
the organization level, how a training group reacts and deals with a given
situation. The tool provides a practical, scenario-based training framework
that builds on ENISA's Awareness Raising in a Box package and the online
Training for Operational Resilience Capabilities (TORC) game to deliver
engaging, scenario-based exercises.
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It can be used by any organisation wishing to complement
internal training, strengthen preparedness for cybersecurity 4 =
incidents and foster long-term changes in security behaviour. é il/’ y

If you are interested in learning more about the tool, its capabilities, or technical
details, please contact Nektaria Kaloudi, = - F access
Nektaria.kaloudi@sintef.no it the tool
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