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The AI Privacy Risk Assessment (AIRA) tool is an end-to-end framework for 
privacy risk assessment of AI models. It aims to alleviate the issues of existing 
tools and frameworks that require a high degree of expertise or are tightly 
coupled with specific ML frameworks.  

Recent studies show that a malicious third party with access 
to a trained Machine Learning (ML) model, even without 
access to the training data itself, can still reveal sensitive, 
personal information about the people whose data was used 
to train the model. For example, it may be possible to reveal 
whether or not a person’s data was part of the model’s 
training set, or even infer sensitive attributes about them, 
such as their salary. It is therefore crucial to be able to assess 
the privacy risk of Artificial Intelligence (AI) models that may 
contain personal information before they are deployed, 
allowing time for applying appropriate mitigation strategies. 
Such assessments are also important to enable comparing 
and choosing between different ML models. 
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If you are interested in learning more about the tool, 
its capabilities, or technical details, please contact 

Abigail Goldsteen, abigailt@il.ibm.com 

Technical Inquiries for the Tool

The first goal of this end-to-end risk assessment tool is to 
automate many of the decisions around which attacks and 
metrics to run, and all of the technical preparation required in 
order to run them. Secondly, since most non-technical users 
cannot understand the meaning of each individual attack or 
score, the tool summarizes these individual results into an 
overall privacy risk score. 
The tool enables assessing models from different ML 
frameworks, using a variety of low-level privacy attacks and 
metrics, without requiring deep technical expertise. 


