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Results are presented in structured PDF and JSON reports, supporting both 
human-readable insights and seamless integration into the broader 
NEMECYS platform.

The Network Assessment Tool (NATool) was developed by ATC 
in the framework of the NEMECYS project to support the 
security evaluation of medical device networks by providing 
an all-in-one tool for device discovery, risk assessment, and 
traffic analysis. Designed for use by network administrators, 
cybersecurity professionals, and device vendors, NATool offers 
comprehensive visibility into connected assets and their 
exposure levels.

By performing active scans to detect devices, fingerprint 
services, and match known vulnerabilities (via the CVE 
database), it enables early identification of potential security 
risks. NATool also passively captures and analyzes network 
traffic through mirror ports, correlating communication 
patterns with external threat intelligence such as IP blacklists 
and metadata enrichment. This allows users to detect 
malicious activity or policy violations in real time. 
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If you are interested in learning more about the tool, 
its capabilities, or technical details, please contact 

a.mpantis@atc.gr | g.zissis@atc.gr

Technical Inquiries for the Tool

NATool contributes to platform-wide cybersecurity assurance 
by supplying key indicators to other NEMECYS tools, enabling 
collaborative risk mitigation and regulatory readiness.


