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Abstract. The Medical Device Coordination Group (MDCG) 2019-16
guidelines provide a structured framework for cybersecurity in Connected
Medical Devices (CMDs) throughout their lifecycle, offering guidance on
how to fulfil all the relevant essential requirements outlined in Annex I of
both the Medical Device Regulation (MDR) and the In Vitro Diagnostic
Medical Devices Regulation (IVDR). This paper evaluates the practical
applicability and limitations of these guidelines based on feedback from
six Horizon Europe (HEU) projects. Each project employed case studies
reflecting diverse CMD environments and operational contexts to assess
the guidelines’ relevance and effectiveness in real-words scenarios. The
paper identifies gaps in the practical application of the guidelines and
explores their impact on different stages of the CMD lifecycle, from de-
sign and development to deployment and post-market activities. Based
on these findings, the paper proposes targeted recommendations aimed
at enhancing the usability and effectiveness of the MDCG 2019-16 guide-
lines. The insights contribute to the ongoing evolution of cybersecurity
practices in medical technology, ensuring the guidelines are better aligned
with the needs of CMD stakeholders, including manufacturers, integra-
tors, and operators, while supporting the development of more resilient
and secure medical devices.
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1 Introduction

1.1 Overview of the MDCG 2019-16 guidelines

The MDCG 2019-16 guidelines [1] provide a structured approach to integrating
cybersecurity measures across the lifecycle of CMDs. Recognizing the increasing
complexity of CMDs and their vulnerabilities to cyber threats, the guidelines
ailm to support manufacturers, integrators, and operators in mitigating risks
while ensuring compliance with regulatory frameworks, such as the MDR and
IVDR. The guidelines emphasize a risk-based approach, requiring stakeholders
to assess and address cybersecurity risks at every stage of a device’s lifecycle,
from design and development to deployment and post-market surveillance. Key
measures outlined in the guidelines include preventing unauthorized access to
sensitive medical data, safeguarding data from unauthorized modifications and
ensuring continuous functionality of medical devices. The guidelines also advo-
cate for the adoption of a defense-in-depth strategy, which involves implementing
layered security measures to mitigate potential cybersecurity threats. They pro-
vide detailed requirements for device manufacturers, integrators, and operators,
making them highly relevant to the diverse CMD scenarios of use.

1.2 Objectives

The primary objective of this paper is to evaluate the practical application of the
MDCG 2019-16 guidelines in the context of CMDs by utilizing insights gathered
from six collaborative HEU projects: NEMECYS, MEDSECURANCE, SEP-
TON, CYLCOMED, ENTRUST, and CYMEDSEC, which share the common
objective. A first attempt at this collaboration provided some initial recommen-
dations for the MDCG 2019-16 guidelines showcasing existing gaps regarding the
applicability and assessment of the guidelines [2]. In this paper, these results are
extended by utilizing real-world case studies, to assess the guidelines’ relevance,
practicality, and alignment with the cybersecurity needs of CMDs. By focusing
on stakeholder feedback across diverse device types and operational settings,
the paper contributes unique evidence-based recommendations for improving
MDCG utility in future revisions. The aim is to identify gaps, particularly in
addressing the complexities of cybersecurity within real-world contexts and to
provide recommendations, ensuring their clarity and effectiveness for medical
device manufacturers, integrators, and operators. Consolidating feedback from
the six projects, the paper offers a unified perspective on the strengths and lim-
itations of the guidelines. The paper is structured as follows: Section 2 presents
the methodology for feedback collection. Sections 3 through 8 describe the case
study contexts, identified gaps, and corresponding recommendations from each
of the six Horizon Europe projects: NEMECYS, MEDSECURANCE, SEPTON,
CYLCOMED, ENTRUST, and CYMEDSEC. Finally, Section 9 concludes the
paper and outlines directions for future work.
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2 Methodologies for Feedback Collection

To systematically evaluate the applicability and relevance of the guidelines in
real-world CMD scenarios, a structured and collaborative methodology was em-
ployed by the NEMECYS and SEPTON projects. This process ensured a de-
tailed, scenario-driven assessment of the guidelines across the case studies and
provided actionable feedback for their refinement. A structured feedback frame-
work was designed to enable a consistent and in-depth review of the MDCG 2019-
16 guidelines. Each guideline was assigned a unique identifier to enable traceabil-
ity and simplify reference across the project’s documentation and discussions.
To reflect the multi-layered approach required to protect CMDs against cyber-
security risks, the guidelines were categorized based on the principles of defense-
in-depth security strategies. The guidelines were further broken down into IT
related subcategories, such as basic principles and general security requirements
for operating environments. Alignment with the MDR was highlighted, provid-
ing stakeholders with specific requirements the guidelines aim to address. Each
guideline was outlined in detail, ensuring case studies had the full text for review
and analysis. Initial observations and assessments were then gathered to provide
actionable insights into the practical application of the guidelines.

The process followed by the MEDSECURANCE project for identifying gaps
in the MDCG guidelines involved a structured approach engaging stakeholders
and case studies. Feedback was collected through collaborative workshops, and
structured templates focusing on practical challenges stakeholders face when
striving to comply with these standards. The process also includes testing the
tools developed within the project against three case studies. These tests were
designed to evaluate the tools’ effectiveness in securing medical devices and In-
ternet of Medical Things (IoMT) systems under scenarios that simulate actual
healthcare environments. The observational data collected from these tests cap-
ture where the tools successfully mitigate risks and where they fall short, specif-
ically in areas not adequately covered by current MDCG guidelines. This direct
comparison and data collection help pinpoint precise gaps in the guidelines,
highlighting areas for potential enhancement and to better address contempo-
rary cybersecurity challenges in healthcare.

In the CYLCOMED project it was argued whether the guidelines outlined in
Section 2.6 of the MDCG “Joint Responsibility - Specific expectations from other
stakeholders” may eventually be examined to develop a novel method to enhance
cybersecurity for a CMD intended for use in hospitals. Active participation from
a broad range of stakeholders including clinicians, nurses, IT staff, patients, and
administrators facilitated in-depth discussions on the potential implications of
implementing the MDCG 2019-16 guidelines, focusing on how the guidelines
may affect daily clinical operations and overall patient care. The pilot valida-
tion process involved comparing stakeholder experiences before and after testing
the CYLCOMED dashboard with real patients, aimed to identify areas for the
refinement of practical guidelines applicable to both new and existing cutting-
edge technologies. An important part of this process involved semi-structured
interviews, conducted in two distinct stages. The first stage gathered insights on
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stakeholder expectations and concerns prior to system’s deployment. The sec-
ond stage captured feedback on the dashboard’s performance highlighting any
challenges encountered, and benefits realized. These interviews were conducted
by experts including cybersecurity specialists, clinical engineers, and data pro-
tection officers with a focus on MDCG guidelines based on cybersecurity, ethics,
clinical workflows, and compliance.

The initial set of recommendations from the ENTRUST project focused on
addressing the absence of a clearly defined Vulnerability Management process, as
outlined in Section 2.4 of MDCG 2019-16 guidelines. This was achieved through
the design and implementation of a Trust Assessment Framework (TAF) for en-
suring that the trustworthiness level of CMDs remains at an acceptable level
throughout their operational lifecycle. To this end, a core dimension of the EN-
TRUST methodology entailed the construction of the threat landscape affecting
each medical domain application represented by the use case demonstrators.
Thus, a top-to-bottom methodology was applied, beginning with the Top 10
Mobile Risks identified by the Open Worldwide Application Security Project
(OWASP) [3] as a generic list of threats and vulnerabilities applicable across do-
mains. To refine this into domain-specific lists, questionnaires were distributed
to the case studies to obtain the following information: (i) description of prac-
tical, real-world threat scenarios, (ii) correspondence with OWASP threats, and
(iii) countermeasures and types of trustworthiness evidence to be monitored to
support the safety and security controls for the mitigation of those threats.

As the CYMEDSEC project is still in its early stages the analysis is based
on literature reported real-world vulnerabilities and the most impactful Com-
mon Vulnerabilities and Exposures (CVE) and Common Weakness Enumeration
(CWE) [4], rather than in-project de novo collected data from case studies. This
data was analyzed in the context of the requirements of MDCG 2019-16 guide-
lines and the FDA cybersecurity guidance. These requirements were mapped
against the developed baseline to identify areas of alignment, partial coverage,
or gaps. The vulnerabilities in the previously identified real-world incidents from
the Cybersecurity and Infrastructure Security Agency (CISA) database were an-
alyzed to determine whether adherence to the guidance would mitigate vulnera-
bilities. The coverage of thematic areas was assessed and inconsistencies identi-
fied. This mapping allowed regulatory deficiencies and gaps to be identified and
the formulation of recommendations to improve the regulations.

3 NEMECYS

3.1 Case Studies

NEMECYS employs four distinct case studies representing diverse device types,
operational settings, and cybersecurity challenges, ensuring a multimodal eval-
uation across a range of CMD scenarios. The case studies analyzed in this eval-
uation are as follows:
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1. Re:Balans patch sensor [5]: A non-invasive wearable sensor device that mea-
sures hydration levels in patients with fluid management-related health con-
ditions, such as patients with end-stage renal disease requiring dialysis. The
device collects real-time data and wirelessly transmits them to an external
unit such as a smart tablet or IoT gateway for remote patient monitoring.

2. PDMonitor [6]: An IoT wearable medical device designed for the continuous
monitoring of Parkinson’s Disease (PD) patients both in home and hospital
settings, through an approach that spans the device’s design, development,
and operational phases.

3. Diabetes management mobile application: A Class IIb Software as a Medi-
cal Device (SaMD) mobile application that assists people with diabetes to
correctly manage their therapy [7]. This application provides optimized ad-
vice for bolus and basal insulin doses, adjusted according to entries related to
meals, blood glucose and other relevant information provided by the patient.

4. Freestyle Libre 2 Continuous Glucose Monitoring (CGM) kit [8]: An in-vitro
diagnostic device consisting of a glucose monitor worn on the patient’s upper
arm to continuously measure glucose levels, a reader used both at home
and hospital to scan the sensor and display glucose values and a web-based
application for healthcare professionals to access patient data [9].

3.2 Gaps and Recommendations

The evaluation of the MDCG 2019-16 guidelines in the NEMECY'S case studies
covered multiple dimensions and identified several gaps that hinder their practi-
cal application in CMDs. In response to these gaps, targeted recommendations
were provided to enhance the guidelines’ effectiveness in addressing real-world
cybersecurity needs. Both the identified gaps and corresponding recommenda-
tions are summarized in Table 1.

Table 1. Gaps and recommendations across NEMECYS case studies.

Case

Categor,; Gaps Importance Recommendations
gory p Study P
- Restr re the idelines in mor
The guidelines do not ef- R?St ucture the gu (.10 es info a ore
. N . T . straightforward, practical document tai-
fectively provide extensive Without clear MDR align- .
. . lored to manufacturers seeking MDR com-
. guidance on fulfilling all ment, manufacturers face . .
Guidance . . . pliance and CE marking.
the relevant requirements 1  uncertainly compile MDR . . o . .
Completeness . . . " - - Provide detailed descriptions for labeling,
for Annex I of the MDR, technical file and get a CE . . .
. P instructions for use (IFU) requirements,
leaving stakeholders with in- mark. - . .
training protocols, and usability validation
complete support.
processes.
- Draw upon established frameworks, such
as the FDA Post market Management of
Fail to clearly differentiate . .  Cybersecurity in Medical Devices, FDA
Ambiguous terminology

between cybersecurity, se- complicates secure deviee Cybersecurity in Medical Devices Guid-
curity, and safety, creating 'p . ance, ISO 14971, and AAMI/TIR57, to en-
. design,  particularly  for . o
confusion. Key terms such as  1-4 p . hance the clarity and applicability of the
wearable and IoT devices
"layered defense" and "good

.~ guidelines.
security hygiene" are unde-

Terminology
Clarity
where layered security is .
. - Clear terms should be provided regard-
fined. essential. ing tools and standards to be used in
threat modeling techniques, such as recom-
mended tools.
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Case

Category Gaps Study Importance Recommendations
- Include requirements for comprehensive
isk assessments of us o g jos, im-
Reasonably foreseeable mis- As part of risk management, TSk assessm ents o 1€ Case scenarios,
. e . . 2 .. plementation of mitigation measures and
use is not defined according manufacturers must identify controls
Risk to ISO 14971 and AAMI and assess potential vulner- Clc’mrll define key terms. such as "roa
Management TIR57:2016. No specific 1,3 abilities that could be ex- ary > Key tel W
. . . . .~ sonably foreseeable misuse," based on rec-
Framework cybersecurity examples are ploited, including those aris- . .
. . . . ognized standards like ISO 14971 and
provided to illustrate risk ing from reasonably foresee- ,
e . . . AAMI/TIR57:2016.
mitigation strategies. able misuse of the device. . .
Provide documentation on general best
practices in risk management.
The term "integrator" is
undefined, and explicit
requirements for manufac-
turers such as the purpose - Clearly delineate responsibilities among
of integration, technical re- The manufacturer is respon- manufacturers, integrators, operators, and
Stakeholder quirements, environmental sible for safety and effective- regulators.
Responsibili- requirements,  verification 1-4 ness, and these requirements - Develop a categorized list of common se-
ties plan, installation and should be explicitly stated curity requirements to assist manufactur-
servicing, and training by the MDCG. ers in drafting effective requirements doc-
requirements, are missing. uments.
The distinction between
"operator" and "user" is
also unclear.
- Incorporate practical examples and sce-
narios to clarify concepts like "layered de-
fense," "depth approach," and "good secu-
Guidance should be pro- rity hygiene" within medical device cyber-
- . vided to address require- security contexts.
Limited and overly generic . . . s . .
. " . . ments related to technical - Provide detailed descriptions, including
Defense-in- guidance on integrating, L . . e . .
. . descriptions, or rational pro- technical specifications, rational processes,
Depth configuring, and main- 1,2 .
. . cesses/assessments that the and assessments manufacturers must im-
Strategy ~ taining a defense-in-depth . .
manufacturer needs to im- plement for secure design.
strategy. . . .
plement to achieve a secure - Explicitly state requirements for address-
design. ing generic security-related threats, includ-
ing detailed specifications on when specific
security capabilities are needed and what
devices or scenarios are relevant.
- Offer e: les of verificati alida-
. . . Insufficient V&V guidance _O or examp'es ot ver! cation and.va ld.d
o Too brief, lacking actionable . . tion testing, along with best practices for
Verification & . . hinders the systematic test- . . h
S recommendations, reporting . . addressing various cybersecurity threats.
Validation (V . 3 ing and validation of soft- . . .
. templates, and guidance on . . . - Specific templates for reporting verifica-
&V) . . ware in medical devices and . L
testing methodologies. . Lo tion and validation results should be em-
mobile health applications. .
phasized.
- Establish "safety, security, and effective-
ness" requirements as concrete outcomes of
a systematic design and risk management
process.
- The relationship between safety risk as-
The guidelines do not clar- o sessments' (as addressed by ISO 14971)
. e Inadequate distinction may and security risk assessments (e.g., TIR57)
ify the distinction between . N .
. lead to overlooked cyber-should be clearly explained, including
safety and security in risk . . . .
Safety vs. security threats that could when security risks impact safety and how
R management processes, 1,2,3 . . . . .
Security . . compromise patient safety they must be included in safety risk assess-
leading to potential over- . . o . e
. A in continuous monitoring de- ments with clear traceability between secu-
laps or gaps in mitigation . . .
. vices. rity and safety analysis.
strategies. Haly!
- Ensure the guidelines account for gen-
eral safety and performance requirements
for devices with cybersecurity risks as out-
lined in Annex I of the MDR and include
both functional and non-functional IT se-
curity requirements.
The guidelines do not spec- Without specified risk re-
Risk ify how often security and evaluation intervals, devices
. safety risks should be re- may remain exposed to
Re-evaluation . 3 . . -
assessed or provide measures emerging threats, especially
Frequency . . . . . .
to manage evolving risks ef- in rapidly evolving health-
fectively. care technology landscapes.
Emphasize  post-market  cybersecurity
Post-Market maintenance procedures, ‘including pro-
. - 1 - tocols for support, maintenance, and
Surveillance . . .
anticipated security degradations over

time.
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4 MEDSECURANCE

4.1 Case Studies

MEDSECURANCE focuses on the enhancement of security-for-safety assurances
within the IoMT. With an initial focus on healthcare IT systems, the project
explores the intersection of clinical benefits and security vulnerabilities. Through
the development of innovative methodologies, infrastructures, and technologies,
MEDSECURANCE seeks to advance secure system engineering management
activities, addressing the evolving complexity of IoMT. To identify gaps in the
MDCG guidelines, MEDSECURANCE focuses on three case studies:

1. Remote Patient Monitoring (RPM) system: This case study evaluates the
secure transmission of patient data over networks, highlighting the project’s
capability to ensure data integrity and confidentiality against cyber threats.

2. Portable Polymerase Chain Reaction (PCR) Testing: This case study focuses
on security challenges in diverse environmental conditions, particularly in
field settings where the risk of unauthorized access and data breaches could
compromise both patient confidentiality and integrity of test result.

3. Virtual Ward: This case study simulates a hospital ward environment man-
aged remotely using a network of CMDs and IT systems.

4.2 Gaps and Recommendations

The evaluation of the MDCG 2019-16 guidelines in the MEDSECURANCE case
studies covered multiple dimensions and identified several gaps that hinder their
practical application in CMDs. In response to these gaps, targeted recommenda-
tions were provided to enhance the guidelines’ effectiveness in addressing real-
world cybersecurity needs. Both the identified gaps and corresponding recom-
mendations are summarized in Table 2.

Table 2. Gaps and recommendations across MEDSECURANCE case studies.

Case

Study Importance Recommendations

Category Gaps

These systems feature a

diverse array of device types

and connectivity options, Expanding the guidelines to include spe-
each introducing distinct cific security considerations tailored to
security  challenges  that IoMT could mitigate these risks by pro-
include heterogeneity in viding clear directives on securing var-
device functionality, varied ied device architectures within healthcare
data privacy requirements, ecosystems.

and increased exposure to

The guidelines focus pre-
dominantly on the soft-
Specific oMT ware components of medi-
Security cal devices without consid- 1
Considerations ering the broader spectrum
of IoMT system vulnerabili-
ties.

cyberattacks.

Implementing a more nuanced risk man-
‘While the guidelines advo- ToMT devices not only en- agement framework that includes specific
. cate for rigorous risk man- hance healthcare delivery methodologies for assessing and mitigating

IoMT Risk . . . .
Management agement, they lack detailed 1,2,3 but also expand the poten- risks unique to IoMT such as cross-device
nag protocols for the unique risk tial attack surface due to data breaches or network-based vulnerabil-
landscape of IoMT systems. their interconnected nature. ities would greatly enhance the robustness

of these critical systems.
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Case

Category Gaps Study

Importance Recommendations

Lifecycle (SDLC) not provide an extensive

Secure Software touch on software devel-

Given the complexity and

the critical nature of IoMT The inclusion of IoMT-specific secure cod-

applications, embedding se- ing practices, threat modelling, and contin-
2 curity at each phase of the uous testing within the guidelines would

software development pro- help ensure that IoMT software upholds

cess—from design to deploy- the highest security standards.

ment and beyond—is vital.

The guidelines currently
Development opment practices but do

for IoMT framework for the secure
SDLC applicable to IoMT.

Data Privacy and

- The guidelines should be broadened to
include comprehensive strategies for data
privacy management, including data con-
sent, data minimisation, and secure data
storage and transmission protocols.

Consent in IToMT ’ - Aligning these strategies with general

data protection regulations (e.g., GDPR)
will further ensure that IoMT systems are
not only secure but also respect patient pri-
vacy.

Vulnerability and

- Clear and detailed process for ongoing
vulnerability assessment, regular updates,
and patch management.

- Establish standardised incident response
procedures for [oMT can expedite contain-
ment and mitigation efforts, minimising
the impact of security breaches.

Current guidelines offer lit-

X it ail E i 1- .

Incident tle deAt all on managiug vu handle  sensitive  health

Response for nerabilities and responding 1,2,3 data, making them prime
P to incidents within IoMT ! & P

ToMT targets for breaches.
frameworks.

IoMT systems routinely

Software - o
X f Enhance validation and verification pro-
Validation and - 2 - . . .
- cesses for higher-risk software categories.
Verification

5 SEPTON

5.1 Case Studies

The SEPTON project includes four distinct case studies each addressing critical
cybersecurity challenges in CMDs, ensuring robust protection and data security
across various medical environments. The case studies analyzed in this evaluation
are as follws:

1. Implantable Medical Devices (IMDs): This case study focuses on IMDs

designed for real-time seizure suppression utilizing prerecorded electrocor-
ticogram data to detect and stop seizures before they manifest. The IMD
also securely transmits data, including seizure events and treatment infor-
mation, to a smartphone acting as a reader.

Wearable Medical Devices: This case study focuses on wearable medical de-
vices in various configurations to support RPM. These devices collect health
metrics and transmit them through gateways, such as smartphones, to hos-
pital or cloud systems.

Hospital Infrastructure Security: This case study focuses on the security
of critical devices such as Magnetic Resonance Imaging (MRI) scanners,
Picture Archiving and Communication System (PACS) servers, and imaging
modalities.

Distributed Healthcare Infrastructures: This case study explores secure data
sharing utilizng blockchain technology to create an immutable and transpar-
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ent ledger for all interactions, while decentralized storage solutions like IPFS
[10] ensure efficient and secure data distribution.

5.2 Gaps and Recommendations

The evaluation of the MDCG 2019-16 guidelines in the SEPTON case studies
covered multiple dimensions and identified several gaps that hinder their practi-
cal application in CMDs. In response to these gaps, targeted recommendations
were provided to enhance the guidelines’ effectiveness in addressing real-world
cybersecurity needs. Both the identified gaps and corresponding recommenda-
tions are summarized in Table 3.

Table 3. Gaps and recommendations Across SEPTON Case Studies.

Category

Gaps

Case
Study

Importance

Recommendations

Portable/Remote
Medical devices

The guidelines do not explicitly ad-
dress the unique risks of devices
that remain in a patient for ex-
tended periods without direct man-
ufacturer access.

1,2

Missing updates could lead to long-
term security vulnerabilities affect-
ing patient health. A lack of direct
manufacturer access increases risks
of cyber intrusions.

Introduce specific protocols for secure over-
the-air updates to minimize the need for
invasive procedures.

Third-Party
Mobile Platforms
& Software

Security

The guidelines do not sufficiently
address the risks associated with
devices that rely on third-party
mobile platforms for patching. No
structured framework for evaluat-
ing and mitigating third-party secu-
rity risks, despite many hospital de-
vices depending on vendor-supplied
or integrated software components.

1,2,3

Dependence on third-party apps
may delay critical security patches.

- Establish minimum security requirements
for mobile platforms used in conjunction
with medical wearables.

- Ensure that security patches are vali-
dated by the manufacturer before distribu-
tion to prevent unauthorized tampering.

Healthcare Data
Protection

The guidelines do not clearly define
practices for protecting data when
shared across different healthcare
institutions, especially in cases with
varying regulations.

1-4

Vital for regulatory compliance and
patient confidentiality. Weak data
protection could expose sensitive
medical records. Insecure transmis-
sion could lead to unauthorized ac-
cess.

- Introduce standardized cybersecurity
measures for securing cross-institutional
data sharing.

- Mandate the use of secure transmission
protocols, such as FHIR over TLS 1.3, to
protect Electronic Health Records (EHR)
and real-time data.

International
Data Governance

Although GDPR compliance is ac-
knowledged, there is no in-depth
discussion on data sovereignty and
governance challenges when medi-
cal information is exchanged inter-
nationally.

Unclear governance policies may Expand security requirements to account
lead to compliance violations, legal for personal use environments, recogniz-
challenges, and potential security ing the additional risks associated with
breaches when transferring medical compromised personal devices compared

records between jurisdictions.

to hospital-controlled settings.

Insufficient coverage of interop-

Interoperability € erability and secure transmission

Secure Data
Transmission

standards such as FHIR, DICOM,
or HL7, creating vulnerabilities in
data structuring and protection.

3-4

Inconsistent interoperability stan-
dards risk data loss or corrup-
tion. Insecure transmission proto-
cols may expose patient records to
cyber threats.

Mandate structured vendor security as-
sessments before software integration, en-
suring that third-party components com-
ply with strict cybersecurity requirements.

Safety vs.
Security

The guidelines do not clarify the
distinction between safety and secu-
s

rity in risk management processes,
leading to potential overlaps or gaps
in mitigation strategies.

Inadequate distinction may lead
to overlooked cybersecurity threats
that could compromise patien
safety in continuous monitoring de-
vices.

- Introduce stronger network security re-
quirements, particularly mandating strict
network segmentation to separate critical
medical devices from general hospital IT

t sys‘tcms.

- Establish minimum cybersecurity base-
lines for legacy devices, including firewall-
based isolation, Virtual Local Area Net-
work (VLAN) segmentation, and role-
based access controls.

Post-market
Surveillance

Enhance post-market surveillance frame-
works to include long-term cybersecu-
rity monitoring, incorporating proactive
vulnerability assessments and periodic
risk analysis to identify emerging threats
throughout the device’s lifespan.
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6 CYLCOMED

6.1 Case Studies

The introduction of pilots within the CYLCOMED project is a crucial tactic
to actively involve end-users and gain a deeper understanding of the challenges
associated with integrating cutting-edge technologies in healthcare scenarios as
follows:

1. Hospital Equipment: Although there are no clinical trials planned for the
first pilot related to hospital equipment, collaboration with the Hospital Nifio
Jests of Madrid [11] ensures valuable feedback to support the improvement
of tools under evaluation.

2. Telemedicine Implementation in Hospital Environments: In this case study
end-users from Hospitals Bambino Gesi of Rome [12], Charité of Berlin
[13], and Hospital Nifio Jesis of Madrid [11] actively contribute with their
experiential insights, which are seamlessly integrated into the definition of
the clinical protocol and the formulation of the patient journey, guaranteeing
an in-depth approach to technology implementation.

6.2 Gaps and Recommendations

The evaluation of the MDCG 2019-16 guidelines in the CYLCOMED case studies
covered multiple dimensions and identified several gaps that hinder their practi-
cal application in CMDs. In response to these gaps, targeted recommendations
were provided to enhance the guidelines’ effectiveness in addressing real-world
cybersecurity needs. Both the identified gaps and corresponding recommenda-
tions are summarized in Table 4.

Table 4. Gaps and recommendations across CYLCOMED case studies

Case

Category Gaps Study Importance Recommendations

Leaving these terms theoret- Key concepts like cybersecurity, security-
Does not include explicit definitions or ical and undefined present by-design, and security-by-default should

Lack of " . : .
Terminological references to terms such as "cybersecu- 12 challenges for stakeholders be explicitly defined, either by referring to
Coherence rity", "security-by-design", and "security- ’™  seeking to implement prac- legal acts that provide such definitions or
oherence by-default". tical cybersecurity measures following established terminology defined
effectively. by frameworks such as ISO /IEC standards.

Briefly mentions the intersection of the
cybersecurity legal frameworks without - The MDCG guidelines could clarify the
providing recommendations on addressing interplay between the MDR and other cy-
the potential simultaneous applicability of bersecurity frameworks.
Legal ambiguity these frameworks, such as notification obli- - To enhance the cybersecurity of medical
and uncertainty gations. Moreover, the medical device cy- devices, the guidelines should be updated
bersecurity landscape is a dynamic field to clarify how different regulatory frame-
that has undergone significant changes works, such as GDPR, NIS2, AT Act, and

Proper guidance is essen-
tial to facilitate compliance

1,2 with various legal require-
ments scattered across var-
ious regulations.

since the MDCG guidance endorsement in MDR, intersect.
2019.
Hints at addressing cybersecurity chal-
lenges to other stakeholders in the medical Integrating a human-centric
Lack of device supply chains (e.g., integrators and approach and  providing
Acknowledgement operators). The concept of “joint respon- more guidance would en- Providing more insights and guidance for
of Human sibility” lacks clarity and remains open to 1,2 hance the capability to other stakeholders would be essential to
Factors in  different interpretations. MDCG Guidance prevent and mitigate cyber mitigate cybersecurity risks.
Cybersecurity  fails to acknowledge that humans are fre- threats and raise overall
quently portrayed as the weakest link in awareness.

the cybersecurity chain [14].
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7 ENTRUST

7.1 Case Studies

The ENTRUST project evaluates the effectiveness of trust assessment controls
across four real-world medical application scenarios:

1. KardinBLU ECG [15] and multi-parameter monitoring system: A Bluetooth
Low Energy device that collects and transmits cardiological data, SpO, lev-
els, and temperature either to a gateway device, which forwards them to a
desktop computer, or to a mobile device, which forwards them to the hospi-
tal.

2. Tellu Personal Health Gateway (PHG) [16] : This case study focuses on an
RPM system where the gateway receives vital health parameters from CMDS
in home settings and transmits them to the Tellucare cloud-based eHealth
platform for medical use.

3. Patient Care in Hospital Domains: This case study enhances patient care in
hospital domains through two demonstrators, the smart ambulance where
CMDs transmit real-time data during patient transport and the emergency
care unit, which focuses on maintining the integrity and trustworthiness of
the legacy CMDs, such as the Econet Compact 7 [17] in hospital environ-
ments.

4. Feel Emotion Sensor (FES) [18]: This case study explores the precision
biomarkers and digital therapeutics in mental health care using this wearable
device that collects data, such as sweat, heartbeat, and skin temperature.

7.2 Gaps and Recommendations

The evaluation of the MDCG 2019-16 guidelines in the ENTRUST case studies
covered multiple dimensions and identified several gaps that hinder their practi-
cal application in CMDs. In response to these gaps, targeted recommendations
were provided to enhance the guidelines’ effectiveness in addressing real-world
cybersecurity needs. Both the identified gaps and corresponding recommenda-
tions are summarized in Table 5.

Table 5. Gaps and recommendations across ENTRUST case studies

Category Gaps Sct\alfiey Importance Recommendations
The MDCG idelines state the .
m:ﬁca] C(defil:;de H:;nsut:::tutr:: - The definition of reasonably foreseeable
sh(’)ul d be res ’onsible for ’ensurk misuse should be expanded in order to con-
'in that riskz associated  with It is not realistic to ex- sider the opinion of both the manufacturer
Insufficient reisonably foreseeable  environ- pect manufacturers  to and the deployment domain (e.g., the do-
; s be solely responsible for main administrator).
guidance on.  mental conditions are removed . - . .
life-cycle security or minimized, while ENTRUST 1,2,4 real-time monitoring of - Provide frameworks for the continuous
éﬁd‘pés‘t‘w;r’zr’keri argues th;at ? dvnal’nic runti;ne devices due to time and and dynamic trust assessment of devices

monitoring is required at the side
of the domain for identifying and
mitigating zero-day threats and
vulnerabilities.

resource constraints, as well deployed to a medical domain, enabling the
as domain-specific details. identification of new threats and vulnera-
bilities and the enforcement of the appro-

priate mitigation measures.
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Case

Category Gaps Study Importance Recommendations
There is limi fi
1ere 18 m{l.ted consideration for . s . Introduce a top-to-bottom process for the
domain-specific threats and vulner- Vulnerabilities may arise L . .
R S . . . definition of the do-main-specific threat
abilities, as well as prioritization of from the interconnectiv- . o
Real-world . . . landscape, starting from a generic list of
. the most prominent ones that need 1,2,3 ity between devices, thus T R .
vulnerabilities . B . . most prominent threats and leading to its
to be patched or addressed in the domain-specific  considera- . X A
. Lo . . refinement and expansion based on infras-
context of specific application sce- tions are essential. - .
. tructure and domain information.
narios.
L The MDCG guidelines highlight the
Insufficient > . . .
. . need for manufacturer side device It should be feasible to Introduce a process for securely updating
consideration for . e . . . o . L
addressin updates for the mitigation of iden- deploy domain-specific up- devices to mitigate threats and vulnera-
real-world r;qnd tified vulnerabilities. However, EN- 2.3 dates in a secure manner to bilities, considering the involvement of not
i} (’)s’t 7nm"kef TRUST argues that this may be in- address zero-day vulnerabil- only the manufacturer, but also the deploy-
P .issﬂes "~ sufficient (e.g., in cases where man- ities in a timely manner. ment domain.
: ufacturer updates are infrequent).
The MDCG guidelines dictates that - Introduce a process for securely updating
the manufacturer should be respon- devices to mitigate threats and vulnera-

sible for addressing vulnerabilities . bilities, considering the involvement of not
. The notion of reasonably

Limited or too that may arise from reasonably . only the manufacturer, but also the deploy-
foreseeable misuse cannot be

eneric guidance foreseeable misuse. However, EN-
generic guidance foreseeable misuse. However, 1,24 solely defined by the manu- ment domain

on security TRUST argues that it is not pos- P . - Introduce a process for the identification
. . facturer, as domain input is . .
measures sible to draw such an unambiguous f ded of domain-specific trust sources to be used
e S also needed. .
distinction, thus necessitating the in the context of the trust assessment pro-
presence of runtime security mea- cess, such as digital twins, anomaly detec-
sures. tion and attestation mechanisms.

8 CYMEDSEC

8.1 Case Studies

The first results of case studies in CYMEDSEC compare the guidance of the
MDCG guidelines with the cybersecurity guidance detailed in the FDA. Instead
of focusing on individual case studies, CYMEDSEC analyses real-world vul-
nerabilities of CMDs, such as vitals monitors, medical syringe pumps, medical
imaging stations etc. [4]. This analysis determines whether correct adherence to
the current state of cybersecurity guidance should have successfully prevented
the incidents from occurring and what risks cybersecurity incidents pose in the
Hospital-at-Home [19, 20]. The theoretical analysis of both guidance documents
also included an independent third checklist that we created as a baseline cy-
bersecurity checklist, derived from recognized standards, such as NIST CSF2.0,
IEC-81001-5, AAMI TIR 57 & BSI-03161 [21]. This was done to identify differ-
ent levels of scope in the guidelines and to determine the level of coverage in
different areas of cybersecurity.

8.2 Gaps and Recommendations

The analysis of real-world CVEs and CWEs in the CYMEDSEC project revealed
gaps in both MDCG 2019-16 guidelines and FDA cybersecurity guidance, while
targeted recommendations are proposed as provided in Table 6. The structure
of this table differs from those presented for other projects due to the unique
approach adopted in the evaluation of the MDCG 2019-16 guidelines. Instead
of focusing on direct case study assessments, CYMEDSEC conducted a broader
thematic analysis of cybersecurity challenges.
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Table 6. Gaps and recommendations across CYMEDSEC case studies.

Category Gaps Recommendations

MDCG 2019-16 references security princi-
No actionable ples but does not provide concrete, action-

requirements  able steps for mitigating specific vulnera-
bilities [22].

- Clearly defining the depth and level of
technical detail in the guidance document
prevents confusion across requirements.

Across the guidance documents, different
levels of depth can be found. This can lead

Inconsistent level R . .
to confusion regarding requirements, po-

il . . X - A consis level of il clearly sets ex-
of detai tentially limiting the attention given to less Cor;srstent eve . N detal. cearly Set.s o
. R pectations to the integrating and validat-
detailed requirements. .

ing personnel.
Implementation of SMART standards
SMART allows for enhanced accessibility of
Standards standards, enabling machine-automated
checks, better readability and updatability.
Remaining consistent in nomenclature and
Clear redefining recommended principles pre-
Nomenclature vents confusion and allows for easier ad-

herence to the guidance.

9 Conclusions

This study involved an extensive evaluation of the MDCG 2019-16 guidelines,
gathering insights from six HEU projects with contributions from medical de-
vice manufacturers, integrators, cybersecurity experts, regulatory professionals,
healthcare providers, and IT specialists. Beyond the tabulated feedback, several
shared themes emerged, such as the lack of clarity in role definitions, challenges
in aligning cybersecurity measures with clinical safety, and the need for action-
able guidance at implementation level. These insights highlight barriers that
stakeholders face when translating the guidelines into practice, indicating op-
portunities for refinement of terminology and structure. The analysis covered
a wide range of CMDs in various real-world applications, including wearable
and implantable medical devices, RPM systems, hospital IT infrastructure and
secure data-sharing platforms. These devices operate in heterogeneous environ-
ments, such as home healthcare, hospital networks, distributed healthcare in-
frastructures, and telemedicine systems, highlighting the diverse cybersecurity
risks that must be addressed across different case studies. The identified gaps
along with the recommendations are summarized in Table 7.

Table 7. Identified Gaps in the MDCG 2019-16 Guidelines

No. of

Category Gaps Recommendations Projects

Lack of guidance on risk-benefit analysis, which is essen-
Risk-Benefit tial to support practitioners for trade off analysis in pro- Necessity for guidance on risk assessment
Analysis  portional cybersecurity without compromising the safety and risk-benefit trade-offs.
and effectiveness of CMDs.
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. No. of
Category Gaps Recommendations Projects
. . . . . suidance full lifecycle s t for se-
Lack of guidance in whole-lifecycle security for medical C‘mdnnr(.\ on fu® lecycle support 1ot se
Whole- . . . . .. . cure device management, including intru-
. devices, especially at operation time such as monitoring . . o P
Lifecycle . . s . sion detection, monitoring, dynamic risk 4
. intrusions, vulnerabilities, frequency of risk re-assessment
Security T . ' assessment and controls such as secure
and managing risks .
patching.
- Clear definitions of terms and resolu-
. . - . . tion of definitional inconsistencies between
Terminology Lack of clear and consistent definitions, with discrepan- .
. I MDCG and other relevant regulations.
and cies between the MDCG guidelines and other regulatory . . . . 3
Definitions standards creating uncertainty in implementation - Practical and actionable guidance for
A C - ’ o ) manufacturers towards MDR compliance
and CE marking.
Post-Market - . . .
qu};rwzm; Lack of structured post-market monitoring, vulnerability Emphasize  post-market — cybersecurity 3
yoersecuriy assessments, and response measures. maintenance procedures,
Maintenance
Domain- . . . Provide links > al checklists of -
omain Lack of guidance on domain-specific threats and vulner- rovide links tf)Aclxtcrln checklists o comr
specifc s mon vulnerabilities, threats and mitiga- 3
abilities N
Threats tions.

Security vs.
Safety
Distinction

Clarify how security and safety should be
addressed separately within risk manage- 2
ment strategies.

Lack of differentiation between security and safety in risk
management, leading to potential conflicts.

Enhance V & V processes offering exam-
ples foe addressing various cybersecurity 1
threats.

VeV Insufficient recommendations for verifying and validating
Processes  cybersecurity measures in CMDs.

Regulatory Lack of guidance on navigating overlapping regulations Clarify how manufacturers can navigate

Navigation and the need for regular MDCG updates to keep pace the complex and evolving regulatory land- 1
WGAnOT Gith evolving legal requirements. scape.
Legacy Device Lack of guidance for secure operation and management Provide guidance on secure management of 1
Management of legacy devices legacy unpatched devices
Establish secure data-sharing protocols
Secure Data Lack of guidance on secure data exchange between insti- and provide guidelines for protecting 1
Ezchange  tutions. healthcare data across hea;healthcare in-
stitutions.
Humzm. Insufficient guidance on operational security related to Provide gmd_ance on how to consider h_u-
Factors in man factors in terms of human vulnerabil- 1

. human factors. .
Cybersecurity ; ities and how to address them.

While this study provides an assessment of the MDCG 2019-16 guidelines,
certain limitations should be acknowledged. The analysis relied on structured
expert feedback and scenario-based evaluations, which may not fully capture
the complexities of real-world regulatory compliance. Additionally, the findings
were derived from specific case studies, and while they cover a broad spectrum of
CMDs, expanding the scope to include more diverse environments and stakehold-
ers could further enhance the generalizability of the results. The study recognizes
the need to further explore how organizational, management, and operational
practices in medical device administration influence cybersecurity. As a next
step, this consultation process should continue by collecting additional feedback
and may include comparative analysis with other international regulatory frame-
works. Overall, the projects concluded that the MDCG guidelines are very useful
and beneficial and that the main content of this paper is focused on a gap analy-
sis in a spirit of constructive criticism with an honest intent to suggest potential
improvements to make updates to the guidelines more beneficial.
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